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CootBetctBMe FCC

FS

[aHHoe yCTpOMCTBO ObII0 MPOTECTUPOBAHO Ha COOTBETCTBME OrpaHWYeHunsiM Onsi LmMdpoBbIX
ycTponcTts knacca B cornacHo Yactu 15 npasun FCC. 3Tu orpaHnyeHusi cocTaBrieHbl Ans
obecneyeHnst COOTBETCTBYIOLLEN 3ALUNTLI OT BPEOHbLIX U3yYEHUI B XUIMbIX NOMeLLeHUsAX. [laHHoe
yCTpOVICTBO reHepupyet, ncnonb3yetr n MOXeT uanydatb paanoBOJiHbl, OOHAKO, €Clih OHO He
YCTaHOBJ1IEHO N HE UCNONb3yeTCA COrMacHO MHCTPYKUMU, MOXET BbI3biBaATb H66ﬂaFOI'IpI/IFITHbIe
nomexu B paguocesasn. B uenom, HET rapaHTMM, 4TO STOr0 He MPOM3ONAET NpWU CTaHOAPTHOW
ycTaHoBke. B cnyyae BO3HWKHOBEHWSA MNOOOOHbIX HEXenaTenbHbIX $SABMEHWA BCNeacTBue
BKITOYEHUS U BbIKITOYEHUS YCTPOMNCTBA PEKOMEHOYETCS NpeanpuHATL criegyowmne AefcTBus:

® [loBepHWUTE UNW CABWMHBLTE aHTEHHY Npuema.

® YBenuubTe paccTosiHue Mexay YCTPOUCTBOM U MPUEMHUKOM.

® [loakntoymTe YCTPOMCTBO U NPUEMHUK K PO3ETKAM pasHbIX SNEKTPUYECKMX Lienen.
® [1pOKOHCYNBLTUPYNTECH C BaLUMM AUNIEPOM UMK 0BpaTMTECh K CneunanmcTy.

HaHHoe ycTpowncTtBo cootBeTcTByeT Yactu 15 npasun FCC. Kcnonb3oBaHue ycTpowncTBa
BO3MOXHO NPW BbINOMHEHUW CReayLL X YCroBun:

1) [aHHOe yCTPOMCTBO He Bbl3blBAET BPEAHbIX SABIEHWNI NHTEPdEPEHLIUN.

2) [aHHOe yCcTpOMCTBO AonyckaeT Hannume nobblix ApYrMx MCTOMHUKOB MHTepdepeHLnn, B
TOM YucCrie u Tex, KOTopble MOryT MPUBECTU K HEMpaBUITbHON paboTe yCTpOoNCTBa.

N3meHeHns 1 mogudmkaLummn AaHHOMO YCTPOWMCTBA, KOTOpble ObINiM HEYETKO YKa3aHbl CTOPOHOM,
OTBETCTBEHHOW 3a COOTBETCTBME TEXHWYECKMM YCMOBMSM, MOTyT NMPUBECTU K OTMEHE NpaBa
NCNONb30BaHNSA YCTPONCTBA NOMb30BaTENEM.

MNpyvMeyaHne: NpPov3BOAUTENb HE HECET OTBETCTBEHHOCTM 3a BO3HWMKHOBEHWE WHTepdepeHumn
pagvo- WM TEeNeBM3MOHHOMO CWrHana, BbI3BAHHOM HECAHKUMOHUPOBAHHLIM BHECEHVEM
M3MEHEHUIN B AaHHOE YCTPOWCTBO. MogobHble MoandukaumMm MoryT npuBecT K OTMEHE NpaBsa
3KCMnyaTaummn ycTpoiicTBa nosib3oBaTenem.

CootBeTtcTBUe npaBunam FCC o paavounsnyyeHuu:

[aHHoe ycTponcTtBo cooTBeTcTBYyeT orpaHudeHmsam FCC no ypoBHIO paguousnyyvyeHus nns
HEKOHTPONMPYEMON cpefbl. YCTPOWCTBO U €ro aHTEHHA He LOOIDKHbI pacnonaratbCs psigoM Mnm
3KCnnyaTMpoBaTbCs BMECTE C APYror aHTEeHHON unu nepeaaTymKoM.

«[Ans cootBeTcTBUA OrpaHnyeHusM FCC o paanousnyyeHun MonoXeHuUst JaHHOro AOKYyMeHTa
NPUMEHSIIOTCA TOMBKO B OTHOLUEHUU MOOWIBHBIX KOHMUrypauuid. AHTEHHbI, NPUMEHSeMble
[AaHHbIM NepeaaTyukoM, OOMKHbl OblTb YCTAHOBMEHbI HA paccTosHMM He MeHee 20 cMm OT
Gnukanluero MecToOHaxoXAeHUs NoAen M He AOMKHbl HaxoAUTbCA PAAOM UMM COBMECTHO
3KCMNyaTMPOBAaTLCS C APYror aHTEHHOW UM NepeaaTYNKom».

MNMpepynpexpeHune o6 otmetke CE

C€15880

[aHHoe ycTpoicTBO OTHOcUTCs K knaccy B. [lMpu akcnnyataumm B AOMAaLIHUX YCRNOBMSIX
YCTPOMUCTBO MOXET BbI3blBaTb SIBNIEHNE WHTepdepeHumMn paguocurHana. B atom cnyyae ot
nosib30BaTenNs MOXeT NoTpeboBaTLCA NPUHSATUE COOTBETCTBYHOLLMX MEP.



OrpaHuyeHus,
CTpaH

AEUCTBYIOLME HA TeppUTOPUN Pas3fUYHbIX

YCTponCcTBO NpegHasHa4vyeHo Asisi UCNonb3oBaHns B omcax n KBapTupax Bcex ctpaH EBpocotosa

(@ Takke cTpaHax, koTopble noanucanu aupektuebl 1999/5/EC) 6e3 orpaHuyeHun, 3a
UCKIMOYEHUEM YKa3aHHbIX HUXe:
CtpaHa OrpaHu4yeHuns MpuyunHa/zameyaHue
TpebyeTcs obLiee paspeLleHue ans
Bonrapus OTcyTcTBYHOT “cnonb3oBaHusi 3a Npegenamn 4oma u B Mectax
06LLEeCTBEHHOro NOMb30BaHUS
Mpy ncnonb3oBaHnn 3a Wcnonb3yeTcs cnyx6oi pagnonokaumm apMmmm.
npegenamMu noMeLLeHns MocnenHWe HeECKONbKO NEeT UAeT NPOLECC U3MEHEHUSI
PpanLVs aevicteyeT orpaHuyeHne 10 mBT napamMeTpoB aKcnnyaTaumm Yyactotbl 2,4 ITu, yto
panl SKBMBANeHTHOW MOLLHOCTMU MOCMYXXUNO NPUYMHOW NocnabneHnn B HOpMaTUBHBIX
N30TPOMNHOro N3Ny4YeHus, YactoTa [AOKyMeHTax. 3aBepLueHune npouecca HameyeHo Ha 2012
2454-2483,5 MI'u. rog.
TpebyeTcs obLee paspeLleHne npy UCronbL30BaHNK 3a
Utanus OTcyTcTBYIOT peby tee pasp P
npegenamu noMeLLeHus.
TpebyeTtca obLyee pa3pelueHne Ans akcnnyaTauum
ITrokcembypr OTcyTcTBYyIOT ceTu 1 npegocTaBnexHus ycnyr (Mo AvanasoHy
OrpaHNYEHUi HeT).
[aHHbI nogpasaen He NPUMEHSETCH B OTHOLLEHUN
Hopserus BBeaeHsbl TeppuTopun, Haxogswencs B pagunyce 20 KM OT LeHTpa
Hbto-OnecyHH.
Poccuiickas OTcyTcTBYHOT TonbKo A5 NCNONb30BaHNSA B MOMELLIEHUSIX.
depepaums

MpumedaHue: He ncnonb3ynte aaHHbIV NPOAYKT BHE NOMeLLEeHUn BO PpaHLmK.

@

MpoaykT ceptudikoBaHo 3rigHo ¢ npasunamu cuctemmn YkpCEINPO Ha BignoBigHiCTL BUMOram
HOPMATUBHUX [OOKYMEHTIB Ta BMMOram, LWo nependayeHi YMHHMMWU 3aKOHOO4ABYMMWU aKTaMu
YkpaiHu.
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3AABIIEHUE O COOTBETCTBUM

[na naHHoro o6opyaoBaHus:
MonHoe Ha3eaHue: 300 MouTt/c BecnpoBogHas Touka goctyna cepuu N
Mopenb: TL-WA901ND

Toproeas mapka: TP-LINK

Mbl co BCen OTBETCTBEHHOCTbIO 3asBIISIEM, YTO BbILLEyNnOMAHYTOE YCTpOVICTBO oTBe4YaeT BCeEM
TEXHUYECKNM TpeGOBaHMﬂM, KOTOpPbI€ BblABUTAKOTCA K HEMY B paMKax D,VIpeKTVIB CoseTa EBpOI'IbIZ

Oupektunebl 1999/5/EC, Oupektuebl 2004/108/EC, OnpekTtnebl 2006/95/EC, OupekTuBbl
1999/519/EC, OQupekTtuebl 2011/65/EU

BbILIJeyKa3aHHaF| npoaykuma CoOoTBETCTBYET cneaywuwmm CctaHgaptaMm U HOpMaTUBHbIM
OOKyMeHTaM:

ETSI EN 300 328 V1.7.1: 2006

ETSI EN 301 489-1 V1.8.1:2008& ETSI EN 301 489-17 V2.1.1:2009
EN 55022:2006 +A1:2007

EN 55024:1998+A1:2001+A2:2003

EN 61000-3-2:2006+A1:2009+A2:2009

EN 61000-3-3:2008

EN60950-1:2006+A11:2009+A1:2010

EN62311:2008

Ha npodykme ecmb ommemka CE:

C€15880

OTBEeTCTBEHHbIN 3a 3asABNeHne:

AH XyHnsH
BpeHa MeHepXxep oTaena MexayHapoaHOW TOpProBnu

HaTta Bbinycka: 2012

TP-LINK TECHNOLOGIES CO., LTD.

Building 24(floors 1,3,4,5) and 28(floors1-4) Central Science and Technology Park, Shennan Rd,
Nanshan, Shenzhen,China
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KoMnnekrauus

TL-WA901ND 300 M6uTt/c becnposogHas
Toyka goctyna cepum N

[unck ¢ nHdopmaumen, Ha KOTOPOM Bl
Hanperte:

® ﬂ,aHHy}O MHCTPYKLUMIO NOoJib30oBaTen4d

e  [lpyryio BcnomoratenbHyto MHopMaLmio

ApanTtep nutaHusa ans 300 M6uTt/c
BecnpoBoagHas Toyka goctyna cepum N
TL-WA901ND

e i

- i[i] ' NHXeKTop NuTaHus

Kabenu Ethernet

MHCTpyKumnsa no BbIiCTpor yCTaHOBKE

UHcTpykuma no PoE

& MMpumeuaHue:

Y6eoutecb, YTO ynaKkoBKa COAEPXMUT BCe BblllenepeyncrneHHoe. Ecnu kakoi-nubo npeamet
OTCYTCTBYET UM NOBPEXAEH, CBSXKUTECH C BaLUMM MOCTABLLMKOM.

JoroBopeHHOCTHU

Moo TepMuHOM «Toyka poctyna» unm TL-WAQ01ND panee B gaHHOM WHCTpyKumMm Oypet
nogpasymeBatbcs TL-WAQO01ND 300 M6ut/c BecnpoBogHass Touka goctyna cepum N 6es
OONOSNHUTENbHbLIX OO BbSICHEHWIA.

I'Iapameprl, NOoKa3aHHblE Ha |/|306pa>i<evax B [aHHON MHCTPYKUUN NpUBOOATCA TOJIbKO B
Ka4vecTBe npumepa n MoryT otiindaTbCd OT HacToALLUX. Bbl moxeTe HaCTpOUTb BCe NapamMeTpbl B
COOTBETCTBUM C BaLLMMUN I'IOTpGGHOCTﬂMVI.



O6G30p AAaHHOU MHCTPYKLUU

Komnnekrauwms: MH(*)OpMaLI,I/Iﬂ O TOM, YTO Bbl HANOETE B KOMMMEKTE NOCTaBKMU.

YacTtb 1 O6was uncdopmauumsa:  O6wwmin 063op TL-WAI01ND 300 MouT/c BecnpoBogHas

1.1 O npoayKuUmun:

1.2 XapakTepuCcTuKu:

1.3 BHelwHun B1A
YCTPOWCTBA:

Touka goctyna cepun N.

TyT nepeyuncrieHbol BCe npenmyllecrtea OaHHOM TOYKK aoctyna

(TA).

OCHOBHbIEe XapakTEPUCTUKN YCTPOCTBA W UX NMPEUMYLLECTBA.

OnucaHve npegHasHa4YeHUst UHAMKaTOPOB, MOPTOB M KHOMOK
Ha NaHensix yCTpoWCTBa.

Yactb 2 YcTaHOBKa

yCTpoMncTBa:

2.1 MNepen HavYanom
pabortbi:

2.2 OcHOBHbIE
TpeboBaHus:

2.3 [MoaknovyeHne
YCTPOWCTBA:

30ecb pacckasbiBaeTCs, Kak NpaBunbHO nogknoumtb T[.

PekomeHaauumn No NoBbILLEHUIO NPOAYKTUBHOCTY paboThl
©ecnpoBogHON CETMH.

TyT nepe4yuncrieHbl OCHOBHble Tpe6OBaHVIFI ana I'IpaBVIJ'IbHOVI
YCTaHOBKU U OANMUTENTbHOIo UCNOoJ1b30BaHUA yCTpOﬁCTBa.

MNowaroeas npouenypa noakn4YeHna To4Kn gocrtyna.

YacTtb 3 HacTpowmka [K:

WHdopmauus o ToM, Kak HacTpouTb |IP-agpec komnbtoTepa
Ons NOAKNIYeHus 1 HacTpourku T[.

Yactb 4 HacTpoWka

yCTpoMnCTBa:

4.1 Bxoa B cUCTEMY:

4.2 Pexum:

4.3 QSS

4.4 Certb:

4.5 BecnpoBoaHas ceTb:

4.6 DHCP:

4.7 CuctemHble PYHKLNK:

OnucbiBaeT HacTponky T vyepes web-nHTepdeinc
ynpasneHus.

TyT onucbiBaeTcs, Kak BONTU B web-uHTepdenc yrnpasneHus.
MHdopmaums o Tekywmux HacTtporikax TO.

NHCTpyKUMSt Mo GbICTPOMY MOAKHOYEHMIO HOBOTO YCTPOMCTBA K
ceTu.

MHdopmaums o HacTporike IP napameTpoB TOYKM JoCTyna.

NHdpopmaums 0 ToM, kak HacTpouUTb GECMPOBOAHYIO CEeTb Npu
pasHbIX peXxrmax, a Takke Kak yCTaHOBUTb COOTBETCTBYHOLLYHO
3awuTy.

TyT onuckiBaeTcs, Kak HacTpouTb Bawy T[] B kayectee DHCP
cepsepa, 4Tobbl T[] aBTOMaTU4eckn Has3Havana IP-agpeca
KOMMbIOTEPaAM BaLLEWN CETU.

OnucaHne nonesHbIX CUCTEMHbIX (OYHKLUNA.



IR CDEI PR 300 MouT/c BecnpoBogHasa To4yka goctyna cepuu N

Yactb1 O6wan nHgpopmauuma
1.1 O npoaykuuu

300 M6wut/c BbecnpoBogHas Touka poctyna cepum N TL-WA901ND  npegHasHadeHa Ans
NCnonb3oBaHWs B Marnbix 1 gomaluHmx ocumcax (SOHO) B kadecTBe pelleHna ans 6ecnpoBogHom
cetn.[JaHHas Tovka goctyna obecnevymBaeT NOBLILEHHYH AaNbHOCTb AENCTBUS U MOOUIIBHOCTb
Bawen 6ecnpoBOAHON CETUM U, OAHOBPEMEHHO C TeM, no3sonseT obecneunts B3aMMOAENCTBUNE
NpoBOAHbIX M 6ecnpoBOAHbIX YCTPOWCTB. [MoBbIEHHAs MOBWUMBHOCTL U OTCYTCTBUE Kabenen
MOMOXWTENBHO CKaXYTCSA Ha Ballen ceTu.

Yctponcteo nopaepxmsaeT TexHonoruio IEEE 802.11n m nossonsieT ocywectBnsaATb 0OMeH
nHdopmauuen Ha ckopoctn go 300 Méut/c. Touka gocTtyna nogaepxmBaeT pasfimyHble Crnocobbl
3awmnTtbl  6ecnpoBOAHOrO  coefuHEeHusl, TakMe Kak  KOHTponb  TpaHcnauum  SSID,
64/128/152-6utHoe WEP wndpoBaHme n 3awmiieHnbin goctyn Wi-Fi (WPA2- PSK, WPA- PSK),
YTO NO3BONISAET 0DECNeYnTb HAAEXKHYHO 3aLLMTy BaLlen NHopmMaLnu.

Touka gocTyna nogaepxusaeT NpoCTon u yaobHbI web-uHTepdenic ynpaenenns. axe ecnu Bbl
He 3HaKOMbI C HACTPOWKOW TOYKM JOCTYNa, Bbl FIErKO CMOXeTe 3afaTb HE0OX04MMble NapaMeTpsbl
€ nomoLubio aaHHon UHeTpykuun. MNepea ycTaHOBKOM TOUKM AOCTYNa, NOXanyncra, 03HakoOMbTECh
¢ UHcTpykumen, 4tobbl nonyunte Hanbonee nosnHyo nHdopmaumo o TL-WA9O1ND.



IR DEI DR 300 Mout/c BecnpoBogHas Touka goctyna cepun N

1.2 XapaktepucTuku

XapakTtepucTuku MpeumywectBa
Mopaepxka TexHonorun IEEE 802.11n lMosBonsieT nepefaBaTb WHGOPMaUMIO Ha
ckopocTtun go 300 MowurT/c.
Mopaepxka KOMMJIEKCHOMN 3awmThl | 3awmTa Bawmnx gaHHbIX NpU nepegaqe.
BecnposogHoro CoeanHeHNs, KoTopas
BKMOYaeT B cebsa: 64/128/152-6ut  WEP
WPA/WPA2 WPA-PSK/WPA2-PSK
Mopoepxka yHkumMmM BcTpoeHHoro DHCP | MNopaepxka dYyHKLMM Ha3Ha4eHus

cepsepa

OnHamundeckux IP-agpecos.

Moppnepxka ®Gunbtpaumm MAC agpecos

Mo3BonsieT KOHTPONMPOBATb AOCTYMN YCTPOWCTB
Ha ocHoBe nx MAC agpeca

I'Iop,,cl,ep)KKa HECKOIbKUX pexXnmos pa60TbIZ

e Touka goctyna

e Mynbtn-SSID

o KrnneHT

® PetpaHcnatop (YHuBepcanbHbIN
peTpaHcnaTop)

e Moct ¢ TO (Toyka-Touka,

TOYKa-MHOroTou Ka)

Touyka pgocTyna waeanbHa B KadecTBe
6GecnpoBOAHOro peLleHNs Ans Ballen CeTu.

MosBonsieT cos3gaTb 6ecnpoBOAHYH CeTb Ha
onpeneneHHon TeppUTOpUN.

MossonseT 6ecnpoBOAHbIM ajanTepam
NOOKMIOYMTLCA K PasnUyHbIM  MOKanbHbIM
ceTaM, BblOpaB COOTBETCTBYlOLLEE WUMS CeTu
(SSID).

BecnpoBogHoe nogknioveHMe K YCTPOWCTBaM
Ethernet

Mepepaya curHana mexgy YCTpoOMCTBaAMU U
OCHOBHOW TO4YKOM [OCTyna And paclmpeHuns
OecnpoBogHol cetu

Mo3BonsieT cBsA3aTh B pexume MocTta gse wnm
HECKONMbKO  TOYeK  JdocTyna C  Uefblo
obbeanHEeHNs HeCKOJbKUX JTOKarbHbIX CETEN.

Moanepxka 0OHOBNEHMS NPOLLUBKY

Bbl MoxeTe nerko OBGHOBUTb  MPOLLMBKY
YyCTpPOWCTBa Ha MNpPOLUMBKY MOCnegHen Bepcuu
yepes web-nHTepdenc ynpasneHus.

Moppepxka yaaneHHOro ynpaeneHust 4yepes
NHTepHeT

MosBonsieT yAdaneHHO ynpaBnsiTb  Ballew
OecnpoBogHON ceTbio 4vepe3 web-nHTepdeic
yrnpaBneHus.
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1.3 BHewHuWn BUA ycTponucTaa

1.3.1 lepenHsas naHenb

TP-LINK®

TL-WAS01ND

300 MGuT/c BecnpoBoAHaA To4Ka AocTyna cepuu N ) %

LAN QSs

058
ol(@)

MutaHne Cuctema

Pwvc. 1-1

Ha nepeaHeit naHenu TL-WA901ND HaxoauTCs HECKOMNbKO MHOUKATOPOB COCTOAHUS YCTPONCTBA.
Wx npegHasHaveHune pacnmcaHo B Tabnuua 1-1, nopsaok — crneea Hanpaeo.

O603HavYeHne NHAKaTOpPOB

HasBaHue CocTosiHue O6o3Ha4yeHue
Bbikn. lNuTaHmne OTKMYEHO.
MutanHne
Bkn. lNuTaHme BKNHOYEHO.
Bbikn. CucrtemHas owumnobka.
Cucrema Bkn. MHnumanunsauma yctponcrea.
Muraet YcTpoiicTBo paboTaet HopMarbHO.
Bbikn. HeT ycTpoincTs, NOAKMOYEHHbIX K COOTBETCTBYIOLLEMY MOPTY.
LAN Bkn. K cooTBeTCTByOLEMY MOPTY MOAKMOYEHO Apyroe YCTPOWCTBO,
O[HAKO COeANHEHNE He aKTMBHO.
MuraeT OcyuwlecTtensieTca nepegada WHQOpMaUMM Ha MNOAKNIOYEHHOE
YCTPOWCTBO Yepe3 COOTBETCTBYHOLLUIA NOPT.
Beikn. ®yHKuMa GecnpoBoAHOW Nepefaymn OTKIYeHa.
WLAN
Muraet ®yHKuMa GecnpoBoAHO Nepefayn BKIYEHa.
MeqneHHo MuraeT BecnpoBogHOe YCTPOMCTBO MOAKMOYAETCS K CEeTM C MOMOLLbIO
QSS. [laHHas npoueaypa 3anMeT NPUMEPHO 2 MUHYTHI..
Qss Bkn. BecnpoBogHoe ycTponcTBo ObINo ycnewHo gobaBneHo Kk cetn ¢

nomoLubo dyHKunmn QSS.

BbicTpo Muraet

He yoanocb NoaKNI4YNTb
nocpeacTesoM gyHkumm QSS.

GecnpoBogHOE  YCTPOMCTBO

Tabnuua 1-1
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1.3.2 3agHAA naHenb
N

D
D

o o

LAN e ON/OFF ___ POWER

Puc. 1-2
Ha 3agHen naHenu TL-WAS01ND cneBa HanpaBo pacrnonoXeHbl crneayLwme afneMeHThl..
AHTeHHa: BHewHss aHTeHHa ans 6ecnpoBoaHOM Nepenayn AaHHbIX.

LAN: OamH LAN 10/100 M6ut/c RJ45 nopT ons nogknio4eHust ceTeBbIX YCTPOWCTB, TakuX Kak
KOMMYTaTOp Wi MapLLpyTU3aTop.

RESET: KHonka [lNepesarpy3ku ucnomnb3yeTcs ANA BOCCTAHOBMEHUSA HACTPOEK MO YMOMNYaHUIo.
CyuwiecTtByeT ABa crnocoba BOCCTaHOBUTL CTaHAAPTHbIE HACTPOMKU TOYKM AoCTyna:

e Cnocob6 nepBbin: Korga Toyka p[octyna BKMYEHa, BO3bMUTE CKPENKy, Haxmute |
yaepxuanTte (MpuMmepHO 5 cekyHn) kHomky [Mepesarpy3ku oo Tex nop, noka CUCTEMHbIN
WHOMKATOp He HavHeT ObICTpo mMuratb. [locne 3aToro oTAyCcTMTE KHOMKY M NOAOXKAUTE, noka
T nepesarpysutcsa. HacTponku no ymon4yaHuio 6yayT BOCCTAHOBIIEHBI.

e Cnocob BTOopom: BoccraHoBneHne HacTpoek Ha cTpaHuue “CUCTeMHble HacTPOMKU >
HacTporiku no ymonuyaHuw” web-nHtepdenca ynpasneHus.

ON/OFF: BkntoyeHune/BbIKnio4YeHe NMTaHNA TOYKN JOCTyna.

POWER: lNopT ona nogkno4veHnsa agantepa NUTaHUs, NOCTaBfsSiEMOro B KOMMMNEKTe C TOYKOM
aocTtyna.

& MpumeyaHune:

Y6eaunTtecb, uto T Gblna BKOYeHa 40 ee NOMHOM nepesarpyskiu.
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Yactb 2 YcTaHOBKa ycTpoucTBa

2.1 Tlepep Hauyanom paboThbl

Moxanyicta, BHUMATENbHO MpPoOYMTANTE [OdaHHYKD WHCTPYKUMIO rMeped MCMoSib30BaHWEM
ycTponicTBa. Pabounii oxBaT Bawlen OeCrnpoBOAHOM CETU MOXET CUNIbHO BapbMpOBaTbLCHA B
3aBMCMMOCTU OT pacrosiokeHusi 6ecnpoBoAHbIX yYCTponcTB. OcnabnsiTb CUMrHam MOryT CTEHbI U
MeTanfMyeckne yCTpOMCTBaA U COOPYXKeHUs. Takke [anbHOCTb AENCTBMS 3aBUMCUT OT BuAaa
maTepuanos 1 (pOHOBOro U3nyyeHus (LWyma) B Ballem Jome unu oduce.

[nga makcmmanbHOW NPOAYKTMBHOCTU peKOMEHAYyeTCs:
1). WN3beratb Hanuuusa nperpag mexay 6ecnpoBoaHbIMU YCTPONCTBAMMU.

2). Pacnonarate T noganblue OT CUMbHbLIX SIEKTPUYECKNX U MAarHUTHBIX MOMEN, BbI3bIBAEMBIX, K
npumepy, XonoaubHNKOM NN MUKPOBOSTHOBOW NeYbHo.

Pacnonoxute Tl B LEeHTpe NnoMeLlleHnA, B KOTOPOM UCNOJ1b3YHTCA KOMMbHOTEPHDI.

2.2 OcHOBHbIe TpeboBaHuA

([ ] MCHOﬂbSyVITe TOJIbKO TOT agantep NUTaHUA, KOTOprVI NnocTaBfsAeTCcsl B KOMMJIEKTE C TOYKON
OocTtyna

® Po3seTka AomkHa HaxoauTbLCS HEMOZANeKy OT YCTPOWCTBA M ObiTb NErKo A0CSraemoim

® Pacnonoxute T[ B XOpOLO MNPOBETPUBAEMOM MOMELLEHUN, WUCKIOYMTE MonagaHue Ha
YCTPONCTBO NPSIMbIX CONTHEYHbIX NyYen, BO3AENCTBME TENNA MW HarpeToro Bo3ayxa

® Bokpyr ycTponcTtea gOmMKHO ObiTb KAK MUHUMYM MO 5 cM cBOGOHOrO NPOCTPaHCTBA C KaXaom
CTOPOHbI A5 paccenBaHusa Tenna

® Bo Bpems rposbl BbIKNIOYMTE TOYKY AOCTYNa W BblHbTE LUTEKEP W3 PO3ETKU C LENbH
obecneyvyeHns 6esonacHOCTU

® lcnonb3ynte web-Opaysep, Takon kak Microsoft Internet Explorer 5.0 n 6onee nosgHen
Bepcumn, Netscape Navigator 6.0 nnmn 6onee HoBow Bepcumn

® Pabouyas Temnepatypa: 0°C~40°C (32T ~104°F)
® BnaxHocTtb Bo3gyxa: 10%~90% oTHocuTenbHasi BNaXXHOCTb, 6e3 koHaeHcaumm
2.3 Topaknio4vyeHue ycTpomcTBa

Puc. 2-1 nokasaH npumep TunmyHoro noakntodeHna TL-WA901TND kK nHcpacTpyKTypHOM ceTu.
Takas ceTb COAEpPXUT TOUKY AOCTyna unu 6ecnpoBogHON MapLIpyTU3aTop.
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MapLUpyTU3ATOP UMW CBKTY

A

TL-WAS01ND

Puc. 2-1 Mpumep NHdpacTpykTypHOu ceTu ¢ npumeHeHmem TL-WAS01ND

YUTtobbl nogkntountb T npy ee 06blMHOM NPUMEHEHUK, BbINOMTHUTE crieayroLlmne OeNCTBuUs:

1.
2.

MogkntounTe KabenbHbIn nnn DSL Mogem K MapLupyTusaTtopy.

Bbibepute ontumanbHoe mectopacnonoxeHue ans TL. Jlydwe BcCero pacnonoxutb ee B
LeHTpe NOMELLEHNS, TAe HAaxoaaTCs KOMMbIOTEPSI.

BricTaBbTe aHTeHHY B onTtuMalribHOE nNOoJioXeHune. O6bl4HO, 3TO BEPTUKalnbHOE ee
nonoxeHune..

Moakntounte LnpokononocHein Ethernet Mapwpytnsatop k Touke goctyna TL-WA9O1ND.
Bkntounte Touky gocTtyna.

Tenepb Bbl MOxeTe noaknountb Baw MK nnm HoyTOyK K Bawen cetu. (Y6egutecn, yto MK
UNKn HOyTOYK OCHaLLleH 6ecnpoBOAHBIM aAanTepoM).

& lMpumeyaHue:

Ecnn Bbl He yBepeHbl HacyeT TOro, Kak MOAKMYMTb YCTPOMCTBO K CETW, O3HAKOMbTECb C
MpunoxeHuem A: NMpnmep NnpuMeHeHuUs.
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Yactb 3 Hactpoika MK

[aHHbIA pazgen NoMOXeT BaM HAaCTPOUTb NOAKMoYeHne komnetoTepa n TL. KomnbioTepbl Bawen
CeTU AOMKHbI ObITb OCHaLLeHbl 6ecnpoBoAHbIMU aganTepamu, ux IP-agpeca gonkHbl HAXOAUTLCS
B OAHOM AOMYyCTUMOM [uanas3oHe M ObiTb YHUKanbHbIMK (HE noBTopaTbeA). [lanee npuBeneHsl
WHCTPYKLMK, Kak Bpy4Hyto HacTtpouTb IP-apgpec, Takon kak 192.168.1.* (rge * - aTO uenoe 4mcno
oT 1 go 253), n Macky nopgcetu 255.255.255.0 Bawwero komnbtoTepa.

MoakntoumTe komnbloTepbl k noptam LAN Ha Todke gocTyna u BpydHyto npucsonte |P-agpeca
BaLLUMM KOMMblOTEPaM.

1. HaxmuTe nyck, npaBoii KHOMKOM MbIWKN KMKHUTE Ha CeTeBoe OKpyXeHue U Bbibepute
CsowcTBa.

)\ WHTepHeT __J Moy soxymenTD:
3605E Browser k

b HepaBHWE JOKYMEHTBI #
'b,_] IneKTPOHHAA NOYTa ¥
j} Mou pUCYHKK

]
E Snaglt & Editor ___j Moa my3bika

-5.] Moii KoMNbHOTER
é Internet Explorer

EE= OTKpHITL
v MM | MposoasHi

& MaHen MaHCK KOMABHITEROE. ..
| i

® Wwindows Media Player @a BeifOp  MogkniounTe ceTesoi ancK. ..
WMoY, £
| OTEAMOYMTE CETEBOM AHCK...
; i MpHHT|
d‘ﬁ Windows Messenger = CToBpawaTs Ha pabioden cTane
| MeperMeHOEATE
-,@ Tour \Windows P 9) CnpaB; -

I’) Mawck 5

Bce nporpaMMbl D E BEINONHATE. .\

Pwc. 3-1

2. B okHe CeTeBOe OKpYy)XeHue, kak nMokasaHo Ha Puc. 3-2, npaBov KHOMKOW MbILIW KITMKHUTE
INokanbHas ceTb 1 BbIbepnTe CBOUCTBA.
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3.

* Cerenme nogiawueHma EHEWE

®afin - Mpaeka Bua  MsfipanHoe  CepeMc  JONOMHMTENEHD  Cnpaeka in

eHasaﬂ - \_) l’? /.:\J Mamck 1758 MNankx -

@
Aapec: i_ﬁ, CeTeBbIE NOAKNHYEHHA V‘ Mepexog

#| JBC MK BbICOKOCKOPOCTHOA MHTEpHET

CeTeBkbIe 334344

[5] Cosaanme Hosoro noaknkue

HHA
[l L ———
) ¥CTAHOBMTE AOMALHIOND CET
= CocToAHHE

b MM CETE MANOr odHca
VIzMEHHTE NapateTpel Gpaqa, Winto3 MHTEp  McnpaenTe
May3pa Windows

= TOAKAHIHEHHA THNA HOCT
@ Otenrouenme ceTesorn yoTp Inke
OHMCTEA OTH  Cozpats ApABIK

% EOCCTAHOENEHKE NOAKNHHEH It
s
Iim MepeHMEHOEEHHE NOAKIHIYE
HHR
&) MpocMoTp CcOCTORHKA NoAkn
HOMEHHA
W3HMEHEHHE HACTPOEK NOAKN
HOMEHHA

MNepeuneHoBaTE

CBOACTEA

Apyrve mecta

[} TaHEnE YNPaENEHHA

\-':J CETEBOR OKPYHEHNE
ﬂ MoK AOKYHEHTEI

i Moii komnstoTen

MogpotHo

Pwuc. 3-2

OTtkponte 3aknagky O6wwue B okHe lpotokon UHTepHeTta (Internet Protocol (TCP/IP)
Properties) soigenute Internet Protocol (TCP/IP) n Haxmnte CBOoMcTBA.

- JlokanbHan ceTh - CRAOHCTEA

[ 6w e Pﬂ,annnHmeann

MoikEAYEHUE YEpEs:
B8 Atheroz ARE132 PCI-E Fast Ethernet

K. OrMOHEHTE, HCNONEZYerble 3THR NOOQEADYEHHER!

=1 05 Packet Scheduler ~
%= DDk PACKET Protocol
v
< | &
[ HeoTaHoBMTE. .. Hpanire Il
e —
QnucaHue

MNporokon TEPAP - cTaHgapTHEN NpoTokon rioSansHe ce
Tel, AECMEYMEDWME CEASE MEXAY PAZAMYHEIMA BSAMMO0
EFCTEYIWMMH CETARMM,

[MpK Noak MOYEHMM BEIEECTH SHAY0K B O0ASCTH YESLORMAEHMA

YHEEnomnATE NPM OrpaHHMYEHHOM MM OTCYTCTEYIOW SR MOGHE M
YEHHM

]9 H OTreHa

Pwuc. 3-3

10
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Bpy4yHyto HacTpouTe IP-agpec.

1) Bbibepute Ucnonb3oBaTthb cneaytowmn IP-agpec.

2) Bsegute 3HadeHue 192.168.1.* (rae * - ato uenoe yucno ot 1 go 253) B none IP-appec
1 3Ha4veHune 255.255.255.0 B none Macka noaceru.

3) Haxmute OK, 4ToObl COXpaHUTb HACTPONKN.

CeroicTea: Internet Protocol (TCPJIP)

O6wme
MaparaeTpel [P mMoryT HasHaYaTECA SETOMATHYECKM, BCAM CETh

NOMOEPKMESET 3TY BEOEMOKHOCTE. B NpOTHMEHOM Cyyas NapareTpkl
IF rosHD N0IY4MTE Y CETEE0rD A0MWHUCTPETORA.

(3 Nonguure IP-aapec aETOMATHYECKM
(%) McnonksoBaTe creaymowm |P-agpec:
IP-agpec: 192 168 . 1 . 2

b acka nogcetu: AR5 2850

[ cHOBHAME WAKS:

(%) Mcnonesoeare cneayowme aapeca DNS-cepeepos:
Mpegnoyraetei DS -cepeep:

ANETEpHATHMEHEIN DM S -cepeep:

JononHuTeneHD.. .

[ OF. ][ OrieHa ]

Puc. 3-4

KoHTponupyiite coeamHeHne mexay MK 1 Toukon gocrtyna ¢ nomoLlbto komaHabl Ping. anee
npueeneH npmumep ans OC Windows XP.

1) HaxmuTte Myck > BoinonHutb (Start > Run). Beegute cmd B none n Haxmute OK.
2) Habepute ping 192.168.1.254 B OTKpbIBLLEMCS OKHE N HaxxmuTe Enter.

Ecnu pesynbTaT, NOSBUBLLMIACA Ha 9KpaHe, CoBMagaeT C OKHOM, NMoka3aHHOM Ha Puc. 3-5,
coeanHerne mexgy MK n T[ 661110 yCnewHo yCTaHOBMEHO.

11
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Pinging 172.168.1.254 with 32 bytes of data:

Reply from 192.168.1.254: hytes=32 time=ims TTL=64
Reply from 1922.168.1.254: hytes=32 time<ims TTL=64
Reply from 1922.168.1.254: hytes=32 time<ims TTL=64
Reply from 1922.168.1.254: hytes=32 time<ims TTL=64

Ping statistics for 1922.168.1.254:
Packets: Sent = 4. Received = 4, Lost = 8
Approximate rowund trip times in milli—seconds:
Minimum = Bmz,. Maximoum = 1ms,. Average = Bms

(Ax loss).

Puc. 3-5

Ecnun pesynbtaTom BbINONHEHUS KOMaHAbl SBMASETCA OKHO, Noka3aHHoe Ha Puc. 3-6,
coeamnHeHve mexay NK v T ycTtaHoBUTL He yaanoch.

Pinging 192.168.1.254 with 32 hytes of data: =

Request timed out.

Request timed out.
Request timed out.
Request timed out.

Puc. 3-6

Moxanyincrta, NpoBepbTe creaytoLLee:

a)

ﬂpoaepre NnoAKIn4YeHmne Ballero KomnboTepa U ToOYKM gocTtyna. MHD.VIKaTOp nopta
LAN, « KOTOPOMY Bbl MNOAKITHOYUIIM KOMMNbKOTEP, a TakKkKe WHAOUKATOp CeTeBOoro
aganTtepa, OOJTXEH ropeTb.

Y6eantecb B npaBunbHocTn HacTponkn TCP/IP Ha Bawem komnbtoTepe. IP-agpec
Toukm goctyna 192.168.1.254, noatomy IP-agpec Bawero KoMmnbkoTepa LOSMKEH
HaxoanTbcs B AManasoHe 192.168.1.1 ~ 192.168.1.253.

12
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Yactb 4 Hactpowmka ycTtpoucTBa

[aHHbIn pa3gen onucbiBaeT NpoLecc HACTPOWMKM TOYKM AOoCTyna ¢ noMoLlbio web-nHtepdgenca
ynpaeneHus. becnposogHyto Touky goctyna TL-WA901ND MOXHO nerko HacTpouTb C MOMOLLIbHO
web-uHTepdeiica Yepes 6paysep (Internet Explorer, Netscape® Navigator, Firefox, Safari, Opera
unu Chrome), kak B Windows, Tak n B Macintosh nnn UNIX OS.

4.1 Bxopa B cucrtemy
OTtkponTe Bpaysep. Beegute B agpecHow ctpoke IP-agpec http://192.168.1.254 n HaxmuTe Enter.

http: /192, 168, 1. 254 v

Pwuc. 4-1 Mogkntoyenune k T[]

Beeoute admin B nons Mma nonb3oartens u [aponb, o6a B HUXKHEM perucTpe, kak nokasaHo Ha
Puc. 4-2. Haxxmute OK mnnu Enter.

lMogxawueHwe x 192.168.1.254

TP-LIME Wireless M Access Point WA901M

MoAEs0EaTENE: €7 admin L

Mapone: 1111}

Puc. 4-2 Bxopg B cuctemy B Windows

& MMpumeuaHue:

IEcnn oKHO, NOKa3aHHOEe Bbllle, HE MOSBMITOCH, 3TO O3HAYaET, YTO Ball bGpay3ep yCTaHOBIEH Ha
npokeu. MNMepenante CepBuc>CpBoncrBa obo3peBaTtens>logknioyeHua>Hactponka LAN , n B
OTKpbIBLUEMCSI OKHEe ybepuTe OTMeTKy Bo3ne nons [pokcu-cepBep, 3atem Haxmute OK 1
3aBepLuMTEe npoueaypy.

lMocne ycnewHoro Bxoga B CUCTEMY Bbl MOXeTe BbIMNOMHWUTbL HacTPOMKY W OCYLLECTBAATb
ynpasrieHme yCTpoucTBOM. B neBoi KONOHKe nokasaHbl LUECTb OCHOBHbLIX MEHIO web-nHTepdenca
ynpaeneHus: CoctosaHme, QSS, Cetb, bBbecnpoBogHaa cetb, DHCP wn CwuctemHble
MHCTPYMeHTbI. [locne Toro, kak Bbl BblOepeTe OAWH W3 3TUX MYHKTOB, Bam OyAayT AOCTYMHbI
COOTBETCTBYIOLLME HacTponku. B npaBon 4actu okHa web-mHTepdenca nogaHbl geTanbHble
WHCTPYKLMN N ONMCaHNe COOTBETCTBYHOLLNX HACTPOEK N YHKUMIA ANS KaXaoW CTpaHuLb.

13
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4.2 CocTosiHue

Bbibpae CocTosiHMe, Bbl CMOXETE YBUAETb TEKYLLIMNIA pexnum paboTbl T 1 ee HacTponku. Bl He
MOXeTe BHOCUTb U3MEHEHUS Ha JaHHOW CTpaHuLe.

BepcHA NPoWKHBEKK:

AnnapatHan BepcHs:

3.12.16 Build 120323 Rel.51762n

WASOIN v2 00000000

MpoBogHan ceTb
IMAC agpec:
IP agpec:

Macka noaceTu:

F8-D1-11-7D-BC-8B

192.168.1.254

BecnposoaHan ceTb
Pexun paboTel:
WmA (S5ID):

Kanan:

Pesin:
LUmpHHa kaHana:
MakcHMankHan CKOPOCTL Nepeaqm:

MAC agpec:

Toyka goctyna
TP-LINK_7DBCEB
13
11bgn cMEWAHHEIR
20/40MM L
300MauTic

F8-D1-11-7D-BC-8B

CraTucTuka no Tpadmky

Bair:

MNaketos:

MpuHaATo
92
1

OTnpaeneHo
0
0

Bpema padoTel CHCTEMBI

0 gHen 06:55:29

CQGHoOBNTE

Pwuc. 4-3 MeHio Pexum

Bepcusi npowmBKM — B 3TOM nonie oToBpaxaeTcs Tekyllasi BEpCUst MPOLUMBKMA TOYKU
AocTyna.

AnnapaTtHas Bepcusi — B aToM none nokasaHa annapaTHasi Bepcusi yCTponcTea.

MpoBoAaHas ceTb — TyT NokasaHa MHGOPMaLMS O TEKYLLUX HACTPOMKax U NnapameTpax CeTu,
Bkntodas MAC agpec, IP agpec n Macka nogceTtu.

BecnpoBoaHasa ceTb — B 3TOM none nokasaHa OCHOBHas UHdopmauusa no 6ecnpoBoaHoOM
cetTn, koTopas BknodaeT Pexum pa6oTtbl, Umsa, KanHan, Pexwum, LUupuHa kaHana,
MakcumanbHas ckopocTb nepeaayuu 1 MAC agpec.

CraTtucTtuka no Tpadmky — B aTom none nokasaHa ctatuctuka Tpacumka T[.

BPEMH paGOTbI cuctembl — B aTom none YKa3blBaeTCcA BpeMA p860TbI CUCTEMbI C MOMEHTa
nepes3arpy3kum unn BKrn4YeHnd To4Kn 4ocTyna.

& MMpumeyaHue:

Ecnn Bbl Bbibpanu pexum Knuenta Puc. 4-10, ctatnuctuka no 6ecnpoBogHoMy coegmMHeHuo Puc.

4-3 nameHunTCs cnegyowmm obpasom:

14
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BecnposogHan ceTh

Pesum padoTol; Touka goctyna
Hram {SSID):; TP-LINK_7DBCER
Kanan: 13
Pexiam; 11ban cMeWaHHBIR
LWrpuHa KaHana: 20040MMy
MakcumansHas CHKOPOCTE Nepena4n; 300MauTic
MAC agpec: Fa-D1-11-7D-BC-8B

4.3 QSS

QSS (Mporpamma Quick Secure Setup) NOMOXeT BaM ObICTPO M HAAEXKHO 3aLUTUTL BaLLy CETb.
HaHHbI paszgen noackaxeT Bam, kak 4obaBuMTb HOBOE YCTPOWCTBO K CYLLECTBYHOLLEN CETU C
NMOMOLLbI0 AaHHON hyHKuuKn. OyHKLMA QSS OOCTynHa TONMbKO B TOM Cry4vae, Koraa yCTaHOBMeH
pexunm paboTtbl Touka goctyna unu Mynbtn-SSID. B kayectBe npumepa paccMOTPUM HacTPONKY
ana pexuma Toukm goctyna. MNepenanTte k meHto “QSS”, Bbl yBManTe cnegytowiee okHo Puc. 4-4.,

Pesxun paboTsl: To4ka gocTyna
Q55 Craryc: OTknoYeH [ BrnioynTe QSS ]
Teyuwi PIN: 12345670 | Boccranosuts PN | CreHep1poBaTh HoBkN PIN ]

NoGaenTb YCTPOACTBO:

Puc. 4-4 QSS
> Pexum paboTbl — TyT 0TOOpaXkeH TEKYLLNA pexnm paboTbl yCTPOMCTBA.
> QSS Craryc — TyT MOXHO BbIOpaTb, BKMOUYUTbL UNU OTKIHOYUTL oyHKUMIO QSS.

» Tekywmn PIN - Tekylwiee 3HayeHne napongd ycrtpornctea. PIN no ymon4yaHuio MOXHO HanTu
Ha aTukeTke unu B NHCTpyKumn.

> BocctaHoBuTb PIN — BoccTtaHoBneHne napons no ymonyaHuio.

» CreHepupoBaTtb HOBbIN PIN — Haxmute 3Ty KHOMKY, 4TOOblI CreHepupoBaTh CryYanHbIN
naponb. [laHHasa pyHKUUSA noMoxeT Bam obe3onacuTb Bally CETb.

> [obaBuTb yCTpOMCTBO — HaxaB 3Ty KHOMKY, Bbl CMOXeTe BpY4YHYyl A006aBUTb HOBOE
YCTPOWNCTBO K CYLLECTBYIOLLEN CETMU.

Y100bLI AOO6ABUTHL HOBOE YCTPOUCTBO:

Ecnn 6GecnpoBogHon agantep nopaepxuBaeT Wi-Fi Protected Setup (WPS), Bbl MoxeTte
ycTaHoBUTb BGecnpoBoaHoe coeaunHeHne mexay TO n agantepom nytem HaxaTtus kHomku (Push
Button Configuration — PBC) unu nytem BBoga napons (PIN).
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&= lpumeyaHue:

YToObl yCMNewHo HacTpouUTb coeduHeHue ¢ nomolibto QSS, BaMm Takke HeobXxoouMO BHECTU
COOTBETCTBYHOLLME HACTPoViku QSS ans Noakn4YaeMoro yCTponcTea.

B kavecTBe npuvmepa Mbl B3sinNM oAMH U3 Hawmx becnpoBogHbix AgantepoB. Huke nokasaH
npoLecc ero NoAKIYEHNS K CETU.
l. MNocpeactBom PBC

Ecnn 6GecnpoBogHon apantep nopaepxuBaeT Wi-Fi Protected Setup (WPS), Bbl moxeTe
ycTaHoBUTbL BGecnpoBogHoe coeauHeHne mexay T v agantepom nyteMm HaxaTtust kHonku (Push
Button Configuration — PBC) asyms cnegyowumm Metogamm:

MeTop nepBbIi:

War 1: Haxmute kHonky QSS Ha nepegHen naHenu T/,

TP-LINK®

TL-WA901ND Mutanne Cuctema  LAN

300 M6u1T/c BecnpoBoaHan To4ka noctyna cepvun N [U] X

War 2: Haxmute n ygepxmnsante kHonky QSS agantepa B TedeHue 2 unu 3 cekyHa.

1

War 3: [MogoxauTe, MoKa Ha aKpaHe NosIBUTCA creayolee okHo. Haxmnte 3aBepumnTb, YTOObI
3aBepLUNTb HACTPONKY.

rﬂ Cepeuc O5S ons becnporogHoro pe HHMa E

(D),

HﬂCTpDﬁI(El EECI‘IPDBDHHDﬁ CETH ZapepueHa

Baw korMAemTEp ycnewHo NpycoedrHHnca Kk ceTk TP-LINK.

OkHo koHdurypauum 6ecnposogHoro agantepa QSS

16
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MeToa BTOpOM:

War 1: Haxmute kHonky QSS Ha nepeaHel naHenu yCcTponcTea.

TP-LINK®

TL-WAZ901ND Mutanne Cuctema  LAN WLAN

300 M6uT/c BEecnpoBofHan To4YKa gocTyna cepuu N (U] % Q

War 2: [Ona HacTporiku 6ecnpoBoaHOro agantepa Bbloepute HaxaTb KHONMKy Ha moeun Touke
[ocTyna B OKHE YTUnuTbl HAacTponkn QSS, noka3aHHOM HUXe, 3aTeM HaxmuTe [anee.

Ce peuxc OSS ona becnpoeogHoro pesMMa

MpHCOEAWHUTLECA K GECNPOBOAHON CETH

Cepevc 55 BEOET NOArOTOBKY K NpMCOE0MHEHID B alero KomMneoTepa k. SecnposogHoiH

K.akof meTog HacTpolki Bel soTHTe MononesoBaTE?

() Haxarb kHONKY Ha moed T ouke aocTyna

(((@%))) (C) Beectn PIN-koa & Mo Touky nocTyna HAKH pervcrparop

() Beectu PIN-koa w3 moen Touku nocryna

Quick secure satup

Hasraure kHonky Ha Bawedi Tovke aocTyna v HaskrkuTe Oanee ana
MPOAOTHEHHA.

BrISpaTE CETE SETOMATHUYECKM

[ < Hasan ][ Hanee > ] [ OTreHa

OkHo KoHpurypaumm 6ecnposogHoro agantepa QSS

War 3: Togoxaute, Noka Ha aKkpaHe oTobpasnTces criegytowee okHo. HaxmuTte FoTtoBO, YTOGLI
3aBepnTb HacTporky QSS.
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3

B9 Ce penc Q85 aas becnposoghone pe wuma

(D).

HﬂBTpDﬁI{El ﬁEEI’IpDEIEIﬂHI]ﬁ CETH ZAaBeEpueHa

Baw korMnemTeEp ycnewHo NpycoedrHHnca Kk ceTk TP-LINK.

OkHo koHpurypauumn 6ecnpoBogHoro agantepa QSS

MeTtoa TpeTnin:

Lar 1:

AkTuBMpyrTe yHkumio QSS n HaxmutTe [lo6aBUTL YCTPOMCTBO B OKHE, MOKA3aHHOM

Ha Puc. 4-4. lMocne atoro Bbl yBUANTE CcriegytoLiee OKHO:

() BBECTW Napons HOBOTO YCTROACTBA.

PIN-koa;
{Haw@aTh KHOMKY Ha HOBOM YCTRONCTBE B TE4EHNE 2-X MUHYT.

Lar 2:

LLar 3:

[ Hasan ][ Nogrmwountsca |

Puc. 4-5 [obaBneHne HOBOro yCTpoOnCTBa

Bbibepute HaxaTb KHOMKY Ha HOBOM YCTPOMCTBE B TeYeHMEe 2-X MUHYT, 3aTem

HaxxmuTe MoaKnYnTHLCS.
[na Hactponkmn 6ecnpoBogHoro agantepa Boidepnte HaxaTb KHONKY Ha moen Touke
pocTtyna B okHe HacTporiku QSS, kak nokasaHo Huxe. Haxvute Oanee.
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Cepenc OSS ona becnpoeogHoro pexuma

MpucoeAWHUTLCH K BECNPOBOAHON CETH

Cepeuc (55 BBLET NOAroTOBEY K NPMCOELMHEHID B awero komMneoTepa K GecnpoBogHOMH

K.aKoll MEeTog HAacTpoRKKH Bl ROTUTE MCNONESOESTE ?

() Haxare kHONKY Ha moed | ouke aocTyns

(((m))) (") Beectu PIN-koa B mow Touky AocTyna MAW peErHCTpaTop

() Beectn PIN-koa w3 moed Touku pocryna

Quick secure setup

Haraume kHonky Ha Bawed Toyke goctyna v HaxruTe Hanee ana
MPOLOTHEHMA,

BrIGpaTe CeTE SETOMATHYECKH

[ < Hazag ” Danee » ] [ OTreEHa

OkHo koHdurypauum 6ecnposogHoro agantepa QSS

LWar 4: TMogoxante, noka Ha 3KpaHe He oTobpasuTca cnegykouee okHo. Haxmute MNoToBoO,
4YTOOLI 3aBEPLUMTbL HacTponky QSS.

B2 ce peuc 0SS paR becnposogHono pe wuma E|

()

HﬂBTpDﬁI{El ﬁEEI’IpDEIEIﬂHI]ﬁ CETH 2AaBeEpUIEHAa

Baw korMAemTEp ycnewHo NpycoedrHHnca Kk ceTk TP-LINK.

OkHo koHpurypauumn 6ecnposogHoro agantepa QSS

Il. NMocpeactBom PIN

Ecnn HoBoe ycTtponcteo nogaepxusaet Wi-Fi Protected Setup n cnocob nogkntoyenunsa PIN, Bbl
MOXeTe 400aBUTb YCTPOMCTBO K CETU ABYMSI CrieayowmmMm cnocobamu.
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Cnoco6 1: Beectu PIN gns Toukmn goctyna

War 1: AktmBupyinte dyHkumMio QSS 1 HaxmuTe [lo6aBUTb YCTPOMCTBO B OKHE, MOKa3aHHOM
Ha Puc. 4-4. lNocne atoro Bbl yBUAUTE CriedytoLlee OKHO:

BEetTll napons HoBCro YCTPOACTEA
PiM-kog: | 13128850

) HakaTb KHOMKY HA HOBOM YCTPOMCTBE B TEYEHWNE 2-X MUHYT

[ Hasaa |[__Mogrmouwntsca ]

[Hasan || Noaknimteca |

LWar 2: Bribepute BBectn PIN HOBOro yctponcTBa 1 BBEAMUTE Naposb YCTPONCTBA (K NpuMepy,
16952898) B none PIN, kak noka3aHO Ha pPUCYHKe Bbie. 3aTemM Haxmute
MopknouuTbCA.

& MpumeyaHue:

PIN kog aganTepa Bcerga otobpaxkaeTcsa B OkHe HacTpoek QSS, kak MmokasaHo Ha creaytolem
pUCYyHKe.

War 3: Ona HacTpowkn agantepa Bblbepute BBectn PIN-kog B moto Toyky goctyna usiv
perucTparop B OkHe HacTpoek QSS, 3atem HaxxmuTe [danee.

Ce peuxc OSS ona becnpoeogHoro pesMMa

MpucoeaWHUTLCA K BECNPOBOAHON CETH

Cepeuc 55 BBLET NOArOTOBEY K NPHCOELMHEHMID B awero komMneoTepa K ecnpoBogHON

K.akoi MeTog HAacTpoRkH Bel ROTHTE MCnones0EaTE?

() HaxaTb KHONKY Ha Moed Touke gocTyna

(((@%))) (%)Beectn PIN-koa B Mow Touky nocTyna K perucTparop

() Beectd PIN-kon w3 moed Touku aoctyna

Beegure PIM_ 13128890 g Bawy Touky 00cTyna Wik EHELWHKEA

PEMMCTRATOR W REFATE JLanse 4nA NpogomHeHHA.

Quick secure saetup

BrifpaTe ceTe aETOMMETHYECK

[ ¢ Hazan ” Hanee > ] [ OTreHa

OkHo koHdurypauum 6ecnpoBogHoro agantepa QSS
& MMpumeyaHue:

B paHHoOM npumMepe napornb agantepa no ymonyaHuto 16952898, kak nokasaHO Ha PUCYHKe
BblLLE.
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Cnoco6 2: Beectu PIN ¢ To4kun goctyna

War 1: YsHante Tekywun PIN Toukm OoCTyna B OKHEe, NokasaHHOM Ha Puc. 4-4(y kaxgon T
eCTb cBOM YHuKaneHbI PIN koa, B Hawem npumepe ato 12345670).

War 2: [Ona HacTponku 6ecnpoBogHoro agantepa Boibepnte BeBectn PIN-kog ua moen Toukm
AocCTyna B OkKHe HacTpounkm QSS, kak nokasaHo Huxe. Beeaute PIN Toukm goctyna B

none «PIN-kop Touyku goctynax». Haxmute Oanee.

= e peHc OS5 nas becnpoBogHoro pexHMa

MpHCOEAWHUTLECA K GECNPOBOAHON CETH

Cepeuc 55 BEQeT NOArOTOBKY K NPHCOELMHEHMID B alero KomMneoTepa K SEChpoBOLHON

K.aKoll MEeTog HAacTpoRKKH Bl ROTUTE MCNONESOESTE ?

() Haxare kHONKY Ha moed Towke aocTyna
(((m))) () Beectu PIN-koa B mow Touky AocTyna MAW peErHcTparTop
(+)Beectu PIN-koa w3 moed T oukM nocTyna

Quick secure satup

Beeame PIMN Bawei Towkk 4ocTyna HU#e W HaxkuTe Janse gna
NPOAOTHEHHA.

PIM-koa Touku pocTyna:
N

Bri0pare ceTe aETOMAETHHECKM

l < Hasan ” Hanee > ] l OTreHa

OkHo koHcpurypauumn 6ecnposogHoro agantepa QSS

& MMpumeyaHue:

PIN To4kn gocTtyna no ymonyaHmto MOXHO HaWTK Ha 9TUKETKE UM y3HaTb B OKHE HacTponkn QSS,
cMm. Puc. 4-4.

Korga ycTponcTBo GyaeT yCrneluHo NOAKIYEHO K CeTH, Bbl YBUAUTE CIEAYIOLLEE OKHO.

Oob6aBuTE YCTPOHUCTEO

(O BBECTM Nap0Nk HOBOD YCTRORCTES.

PIM-koa:

& HaxaTk KHOMEY Ha HOBOM ‘_\,f'CTFIEILT’ICTBE E TEHEHME 2-¥ MHHYT.

MopknwyeHo yenewHo!

[ Hazag || NogkniouuTeca
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&= lpumeyaHue:

1.

Muoukatop QSS Ha Touyke goctyna OyaeT CBETUTLCHA 3eNeHbiM B TeYeHue 5 MUHYT nocne
ycnewHoro Ao6GaBneHust K ceTv HOBOro YCTPOMCTBA.

2. OyHkumna QSS He MoxeT BbITb MCMONb30BaHa, ecnn oTKNtoveHa 6ecnpoBoaHas nepegaya Ha
Toyke goctyna. Nepen Havanom HacTponkn QSS ybeautechb, 4To BGecnpoBoaHast PyHKUUA
YCTPONCTBA BKMOYEHa.

4.4 CeTb

MeHto CeTb MO3BOMSIET BaM BPY4YHYH HacTPOWUTb NapamMeTpbl TOYKW AOCTyna B COOTBETCTBUU C
noTpebHOCTAMM BaLLEN CETU.

Ha ctpaHuue CeTb Bbl Takke CMOXeTe HacTpouTb |IP napameTpbl Ballen fiokanbHOM CeTu.

>

MAC agpec: Fa-D1-11-7D-BC-8B
Tun: Cratnuecknii IP v
IP anpec: 192.168.1.254
Macka nogceTH: 255 255 2550 v
Link3: 0000
Puc. 4-6 CeTb

MAC appec — domsundeckuin agpec T[. [JaHHOe 3HAYEeHME HE MOXET ObiTb N3MEHEHO.

Tun — Bbibepute OuHamunyeckun IP, ytobbl nonydats IP-agpec ot DHCP cepBepa, unm
Bbloepute Ctatnyeckun I[P, u4toGbl HacTpouTb |P-agpeca Bpy4YHYHO C MOMOLLbIO
pa3BEpPHYTOro Crnucka.

IP appec - Bsegute |P-agpec Bawen ToukM Joctyna B AeCATMYHOM dhopmaTe C
pasgenuTenbHbIMM ToYKamu (3HavyeHne no ymonyaxuio 192.168.1.254).

Macka nopcetm — AgdpecHbin kog, onpegensawoowmi pasmep cetn. OOBbIMHO 3TO
255.255.255.0.

Lnto3 — LLnto3 gomkeH ObITb B TOW e noaceTu, 4To n IP-agpec.

& MMpumeyaHue:

1.

Ecnu Bbl nameHunn IP-agpec, TO Bbl JOMMKHbI MCMNONb3oBaTb HoBbIM IP ans Bxoga B
web-unHTepdeinc.

Ecnn HoBbin ceteBo LAN [P-agpec He HaxoguTcsi B TOW Xe MNOACETU, YTO M MacCuB
IP-appecoB DHCP cepBepa, To mMaccuB agpecoB He OyaeT UCNoNb3oBaH OO0 BHeCeHUs
COOTBETCTBYHOLLMX HACTPOEK.
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4.5 becnpoBogHas ceTb

®yHKUMA 6ecnpoBOAHONO0 COeAMHEHMUS CYLLECTBEHHO MOBLICUT MPOAYKTMBHOCTb BalLen ceTw,
Aenas ToJKy 4OCTyna maeanbHblM 6ecnpoBogHbiM pelleHvem. B meHio BecnpoBoaHas ceTb Bbl
CMOXeTe ObICTPO M MNpPOCTO co34aTh JoKarnbHYyl OGecnpoBogHyt ceTb. MeHw HacTporiku
6ecnposoaHown cetun (Wireless Settings) ncnonb3yetca ans HACTPOMKN OCHOBHbIX NapameTpos T[.
B meHto besonacHocTb (Wireless Security) Bbl cMOXeTe HaCTpOUTb OAWMH U3 Tpex npeanaraemMbix
TMNOB 3aWuTbl Balwlen 6ecnposogHon cetn. PyHkuma dunstpaumm MAC agpecoB No3BONUT Bam
KOHTPONMPOBAaTb OOCTYM YCTPOMCTB K TOYKe JocTyna. PaclumpeHHble HacTponku 6ecnpoBoaHOro
coeavHeHns NpegoCcTaBnAlnT BO3MOXHOCTb HACTPOUTL JOMONHUTENbHbIE NapameTpbl Bawen T,
®YHKLMA KOHTPOIS NPOMYCKHOM CMOCOBHOCTN MNO3BONSIET KOHTPONMPOBATb CKOPOCTb COEANHEHNS,
a yHkuma CTaTUCTUKM NPegoCTaBUT BaM AeTarbHyt0 MHAOPMALMIO O TEKYLLUX MOAKITHYEHHbIX
YyCTpONCTBax.

B wmeHwo becnposogHas cetb (Puc. 4-7) Bbl HangeTe cnegywowue onuumn: HacTpomnku
6ecnpoBogHon ceTb, BeaonacHocTb 6ecnpoBogHoro coeguHeHusa, ®unbtpaumsa MAC
appecoB, PacwmpeHHble HacTporku, KOHTponb nponyckHon cnocobHocTn n CtaTtucTuka
no 6GecnpoBogHOMy coeauHeHul. Bbibepute oOAHY M3 HMX, MOCNE Yero Bbl yBUAUTE
OONOMHUTESNbHbIE NapaMeTpbl Of9 HacTpownku. [na Kaxgon m3 3TUX OMNUMI HUXKE nofaHbl
AeTanbHble pasbsACHEHNS.

becnpoBogHan CeTk

- HacTpoikn GecnpoBoOHON CETH

- bezonacHoCTL DECNPOBOOHOND COSNNHEHMA
- MnbTpauuA MAC agpecos

- PacmMpeHHbIE HACTPOMKH

- KoHTpONL NMPONYCKHOA CNOCODHOCTH

- CrammcTyea no DecnpoBOOHOMY COSqHHEHNH]

Puc. 4-7 MeHo becnpoBoaHas ceTb
4.5.1 HacTtpowuku 6ecnpoBogHoun ceTn

Boibepute BecnpoBogHas ceTb > HacTponkm OGecnpoBoaHOM ceTWU, I4e Bbl CMOXeTe
YCTaHOBWUTb OCHOBHbIE NapameTpbl Bawen 6ecnpoogHon cetn (cm. Puc. 4-8). [laHHasa cTpaHuua
NMo3BONIMT BaM HacTpouTb OeCcnpoBOAHOM PpeXum Ballero YCTPoOMCTBA. Touyka [AocTyna
NnoadepKMBaET LIECTb PEXUMOB paboThbl, K KOTOPbIM OTHOcATCst Touka gocTtyna, MynbTn-SSID,
KnuenT, PeTpaHcnAaTop, YHMBepcanbHbin peTpaHcnaTop 1 MocTt ¢ TH. [ns kaxaoro us aTmux
PEXUMOB LOCTYMHbI CBOM HACTPOMKKN, KOTOPbIE OTNNYAKOTCA OT APYruX.
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1) Touka poctyna: [JaHHbIA pexum MNO3BOMSET MNoAknyatb 6ecnpoBofHble YCTPOMCTBA K

TO4YKEe OoCTyna.

Hactpoiika becnpoBogHON ceTn

Pesun paboTel: |T0Lu<a Acctyna "|
ssiD: | TP-LINK_7DBC8B |
Pernox: |F'DCCHF| V|
Kanan: |f’-‘~.E|T0 V|

Pemin: | 11bgn cmewwanHki V|

WwpnHa KaHana: |2[].-"4Ulv1|'u, V|

Makc. CKOpOCTL Nepeaaqmn: | 300Mant/c v|

BrntouuTe GecnpoeogHyo nepegavy
BrnwyeH TpaHcnAumA S3I0
[ Bkntownte WD SMoct

CoXpaHnTs

Puc. 4-8 Hactpowku 6ecnpoBogHon cetu B pexume T[]

SSID (Mmsa cetn) — Onpegensiet nvs Bawwen 6ecnposogHorn cetn. Cosgante nMms 4NMHONM o
32 cumBonoB 1 y6eanTech, 4TO BceM 6ecnpoBOAHbLIM YCTPOMNCTBaM B CETU NPUCBOEH OOUH U
TOoT %€ SSID. SSID no ymonuaHuto: TP-LINK_XXXXXX (rae XXXXXX — 3T0 nocnegHue
wecTb yHukanbHbIX undpp MAC agpeca yctpowncTtea). [JaHHOe 3Ha4YeHue 4yBCTBUTESbHO K
pernctpy. K npumepy, TEST otnnyaetcs ot test.

PernoH — BuibepuTe Baw pervoH M3 pasBepHYTOro cnucka. [aHHoe none onpegensieT
PErvoHbl, B KOTOPbIX pPas3peLleHO UCNonb3oBaTb OeCcnpoBOAHYK (OYHKLMIO YCTPOMCTBA.
Mcnonb3oBaHne beHKLI,I/II/I 6eCI'Ip0BO,EI,HOFO CoenHEeHMA B CTpaHaXx, He YKa3aHHbIX B CMnCKe,
MOXET ObITb He3akoHHbIM. EcnM Bawa cTpaHa He BKAKYMEHa B CMWCOK,
NMPOKOHCYNbTUPYNTECH C MECTHbIMW OpraHamu BnacTU OTHOCUTENbHO BO3MOXHOCTU
ncnonb3oBaHus 6ecnpoBOAHOIO YyCTPOWCTBA.

Mocne Toro, kKak Bbl BbIGEpeTe pervioH 13 Crnucka, HaxMuTe KHornky CoxpaHuTb, Nnocre 4Yero
Ha akpaHe oTobpa3uTcs crepyollee npeaynpexaeHve. Haxmute OK.

Microsoft Internet Explorer

ECnK BEl HEMPEEMNEHD YKEHETE CTPAHY, 3T0 MOMET NPHEECTH K NOABNEHHHY MHTEPhEREHUMK C APYTHMM YCTRORCTESMA M, BOSMONHO,
. MPEEOHAPYILEHHHD.

MpegynpexaexHne
& lMpumevaHue:
M3-3a mecTHbIx orpaHudeHnin CesepHast AMepuka OTCyTCTBYET B CNUCKe.

Kanan — NMone onpegensiet pabo4yyto Yactoty. HeT HEOOX0ANMMOCTUN BHOCUTb M3MEHEHMS B
OaHHOE none, ecnu Bbl He 3aMevaeTe ABneHun nHtepdeperummn ¢ cocegHmmm T[.
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Pexxum — Bblbepute pexmm 06ecnpoBO4HOIO coeauHeHus. [OCTynHbl  creayowme
BapuaHTbI:

e Tonbko 11b - Tonbko ycTporictBa Ha 6a3se 802.11b cmoryT nogknounTbes K TA.
e Tonbko 11g - Tonbko ycTporcTea Ha 6a3e 802.11g cmoryT nogknioumMTbes K TL.
e Tonbko 11n - Tonbko ycTporcTBa Ha 6a3se 802.11n cMmoryT noakno4unTbes K TL.

e 11bg cmewaHHbIM - K TOYke [JocCTyna CMOryT MOAKMYMTLCA YCTPOWCTBA C
nogaepxkon 802.11b n 802.11g.

e 11bgn cmewaHHbIn - Bce yctponctea ¢ nogaepxkon 802.11b, 802.11g n 802.11n
CMOTYT MOOKMIOYNTBLCS K TOUKe AOCTyna.

UJMpMHa kaHana - [lone onpegendaeTr WWPUHY UCNONMb3yeMOro KaHana. Het
HGO6XO/J,I/IMOCTVI BHOCUTb M3MEHEHNA B AaHHOE none.

MaKC.CKOpOCTb nepepgayn -— [OaHHOEe noJie YyCTaHaBliiMBaeT OrpaHundYeHne Ha
MaKCuMaribHYyH0 CKOPOCTb nepeaayn.

Bkniountb 6GecnpoBogHyl nepedavyy — TyT Bbl MOXeTe BblOpaTb, BKMUUTL UMK
OTKNIOYNTE BECnpPOBOAHYO YHKLMIO.

BknioueH TpaHcnsuua SSID — OcTaBbTe unu ybepute OTMETKY M3 3TOro Mofsi, YToObI
aKTMBUpPOBaTb WNU OTKMOYUTE (PYHKUUIO TpaHcnaumm ceteBoro umenun (SSID). Ecnum
(PYHKLNS aKTMBUpPOBaHa, 6ecnpoBOAHbIE YCTPOMUCTBA CMOTYT MO MOUCKY ODHapY>XUTb BaLly
GecnpoBogHYtO CceTb.

Bknounte WDS/MocTt — Caenarite oTMeTKy B 9TOM norne, 4tobbl Bkntounts WDS/MocT.
[daHHas QyHKUUS MO3BONSAET CBA3aTb B pexvme MocTa ABe unu bornee 6ecrnpoBOAHbIX
ceten. Ecnn Bbl octaBunu oTmeTKky, Bam OyaeT HeobxOOUMO HACTpOUTb napameTpbl,
MoKasaHHbIe Ha PUCYHKe HKe. YbeauTecb B NPaBUITbHOCT HAacTPOEK.

BrnwoynTte WDSMocT

SSI0{oNA NoOENHYeHA);

BSSIDiANA NoKNHYEHA]: Mpuraep:00-10-0F-11-22-33
Tun napons: OtcyTeTRYET v

VWEP BepcuR:
THN ayTeHTHIUKALIMIA;

Maponk:

| Coxpanuts |

> SSID (gna nopkntouveHusa) — SSID TouykMm gocTyna, K KOTOPOW Balle YCTPOWCTBO
MOAKIIYaeTCsl B KadecTBe KMeHTa. Bbl Takke MOxeTe BOCMONb30BaTbCS (OYHKLMEN
nomcka, 4tobbl Beibpatb SSID gna nogknioyeHus.

> BSSID (ana noakntoyeHusi)) — BSSID Toukn goctyna, K KOTOPOW Balle YCTPOWUCTBO
noakniyaeTca B KayecTBe KnmneHTa. Bbl Takke MoXeTe BOCMNONb30oBaTbCsA (PyHKUMEN
noucka, Ytodbl Bbiopate BSSID gnsa nogkntoyeHus.
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> TMouck — Haxxmute kHomky Mouck ans noncka goctynHbix SSID.

> Tun napona — Tun 3awmTbl BbIOMpaeTcsa B COOTBETCTBUM C HACTPOWMKAMW  TOYKK
poctyna. PekoMeHOyeTcsl yCTaHOBUTb TakoW TUN Naporisi, Kak U Ha Bawewn ocHoBHOM T/.

» WEP Bepcusa — [laHHasa onuma onpegensieT, B kakom dopmate GyaeT BBegeH naporsb
WEP - B wecTtHaguatepudHon cucteme unm B ASCII.

> Twvn ayTeHTUdMKaLMKM — OoNuua onpenensieT, B kakom dhopmate OyaeTt BBeAeH Naposb
WEP (16-pnuHas cuctema unu ASCII). MNone onpeagenseT Tvn aBTopu3auun OCHOBHOM

TO.
> MMaponb — Ecnn T[, kK KOTOpOW NogkrtoyaeTcs Balle yCTPONCTBO, 3anpaluneaeT naposb,
BBEAUTE €ro B 3TO None.
& MMpumeyaHue:
YTobbl BCe BBeAEHHbIE BAMW HACTPOWKM BOLUNW B AENCTBUE, HAaXXMUTE KHOMKY COXpaHUTb, nocrne

yero Heobxoanmo nepesarpy3mtb yCTpOVICTBO.

2) MynbTu-SSID: faHHbLIN pexrMM NO3BONSET YCTPOUCTBY nogaepxmeaTe Ao 4-x SSID.

Pexun padoTsi: IyneTn-SSID M

] BrnkoMms VLAN

SsID1: TP-LIMK_7DBCEB VLAN ID:
SsiD2: TP-LINK_TDBCGB_2 VLAN ID:
S5ID3: TP-LINK_7DBCGB_3 VLAN ID:
S5ID4: TP-LINK_7DBCGB_4 VLAN ID:
PeruoH: Poccua v
Kanan: AgTo he
Pesnn: 11bgn cmewwanHbIi hd
LWWpKHa KaHana: 20/40MMy b
Makc. CKOpoCTb Nepeaaqu: J00MGuT/e b

BENKYMTE GECNpoBCAHYI0 Nepedayy

BrnioyeH TpaHcnauwa SSID

COXpaHuTE

Puc. 4-9 HacTtpoika becnpoBogHon cetu B pexume Mynbtn-SSID

> Bknrwuntb VLAN - Caoenante otmeTKy B 3TOM none, 4tobbl nameHnts VLAN ID kaxgown
SSID. Ecnu Bbl xoTnte HacTpouTb ['ocTeByto 1 BHyTpeHHIoto cet no VLAN, ncnonbsyembii
BaMM KOMMYTaTOp A0SbKeH nogaepxmeatb pyHkumio VLAN. B kadecTBe npeaBapuTesibHOro
aTana Bbl MOXeTe HacTpouUTb MOPT KOMMyTaTopa ANns nepedadn TarrMpoBaHHbLIX NakeToB
VLAN, onucbiBaembix ctaHgapTom the IEEE802.1Q, n akTuBnpoBaTb AaHHOE More.
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SSID (1-4) — Bbl moxeTe BBecTU 00 4-x SSID ana kaxgon BSS (Basic Service Set) B nons
SSID1 ~ SSID4. NmA He pormkHO npesbiwaTtb 32 cumBornoB. Takoe xe nms (SSID) gomkHo
6bITb Ha3Ha4YeHo BCeM yCTponcTBam B Ballen ceTu. Ecnu Bbl caenanu oTMeTky BknounTtb
VLAN, 6ecnpoBoaHbie ycTponcTtea 6yayT nogknoyatbes kK SSID 3 pasHbix VLANID, n He
CMOryT B3aMOAEeNCTBOBaTb ApYr C APYroMm.

VLANID (1-4) — Beegute umcno ot 1 go 4095 gna VLAN. Takum obpasom, yCcTpONCTBO
HayHeT oTnpaBnATb nakeTbl ¢ Taramm VLAN. KommyTtaTtop, nogknovyaemMblid K YCTPOUCTBY,
aomkeH nogaepxmeats VLAN IEEE802.1Q dperimbl. BecnpoBoaHble YCTPONCTBA, KOTOPbIE
nogkntoyvatotca k SSID onpeaenerHHon VLANID, MoryT B3anmoaencTBoBaTh C KOMMNbIOTEPOM,
NOAKMNIOYEHHbIM K NOPTY KOMMyTaTtopa ogHoumeHHon VLANID.

PernoH — BbiGepute Balw pervoH u3 pasBepHyToro cnucka. [aHHoe none onpepenset
PErvoHbl, B KOTOPbIX pa3pelleHO MCrosib3oBaTb 6ecrnpoBOAHYH (DYHKUMIO YCTpOMCTBa.
Ncnonb3oBaHune yHKUMM 6eCnpoBOAHOMO COeAMHEHUS! B CTpaHax, He yKa3aHHbIX B CMMCKe,
MOXeT OblTb He3akoHHbIM. Ecnv  Bawa cTpaHa He BKMOMEHa B CIMCOK,
MPOKOHCYNbTUPYATECH C MECTHbIMW OpraHamMu BracTU OTHOCUTENbHO BO3MOXHOCTY
“cnosnb3oBaHMst 6ecnpoBOAHONO YCTPOMCTBA.

Mocne Toro, Kak Bbl BbIOEpeTe permoH U3 Crnmcka, HaxXMmMTe KHomnky CoxpaHuUTb, Nocne 4Yero
Ha aKpaHe oTobpa3nTcs cneayowee npegynpexaeHne. Haxvnte OK.

Microsoft Internet Explorer,

ECNH Bbl HEMPAEMNEHO YKaKETE CTPAHY, 3TO MO#ET NPHEECTH K NOABNEHHH HHTEPEPEHLHH € APYTHMH YCTPOACTEAMM H, BO3MOXHO,
L3 NPABOHAPYLWEHHHD,

MpepynpexaoeHve
&= lMpumeyaHue:
3-3a MecCTHbIX orpaHudeHun CesepHasa AMepurKa OTCYTCTBYET B CMMCKE.

Kanan — None onpegenset pabouyyto YactoTty. HeT Heo6xoaMMOCTN BHOCUTL M3MEHEHWS B
JaHHoe none, ecnu Bbl He 3aMevyaeTe ABneHun nHtepdepeHumnmn ¢ cocegHmmmn T[.

Pexum - Bbilbepute pexum ©6ecnpoBogHOro coeanHeHus. [oCTynHbl cregyowme
BapuaHThbl:

e Tonbko 11b - Tonbko ycTporictBa Ha 6a3se 802.11b cmoryT nogknounTbes K T,
e Tonbko 11g - Tonbko ycTponcTea Ha 6a3e 802.11g cmoryT noaknioumTees K TA.
e Tonbko 11n - Tonbko ycTporcTea Ha 6a3e 802.11n cmoryT nogknioumMTbes K TL.

e 11bg cmewaHHbIn - K TOuke p[JocTyna CMOryT MOAKMKYUTLCA YCTPOMCTBA C
nogaepxkon 802.11b n 802.11g.

e 11bgn cmewaHHbIn - Bce ycTponctBa ¢ nogaepxkon 802.11b, 802.11g n 802.11n
CMOTYT MOOKMIYNTBLCS K TOUKe AOCTyna.

LUVIpVIHa kaHana - [lone onpegendetr WWPUHY UCNOJSIb3yeMOro KaHana. Het
HeobX0AMMOCTU BHOCUTb U3BMEHEHWSI B JAHHOE Mone.

MaKC.CKOpOCTb nepepayn -— [daHHOe none yCTtaHaBiMBaeT OrpaHn4eHne Ha
MaKCcuMaribHY0 CKOPOCTb nepeaayn.

BknounuTb GecnpoBoAaHyl nepegadyy — TyT Bbl MOXeTe BblOpaTb, BKMOYUTbL WU
OTKIOYMTL 6ecnpoBOAHYIO DYHKUMIO.

27



IR DEI DR 300 Mout/c BecnpoBogHas Touka goctyna cepun N

> BknwoueH TpaHcnsauua SSID — OctaBbTe unu ybepute OTMETKY M3 3TOro Mofsi, YTOObLI
aKTMBUpOBaTb WNKU OTKMOYUTE (PYHKUMIO TpaHcnaumm ceteBoro umenun (SSID). Ecnum
dyHKLMA akTMBMpOBaHa, 6ecnpoBOAHbIE YCTPONCTBA CMOrYT MO NOUCKY OOHapyXuTb Bally
GecnpoBogHYtO CceTb.

& MMpumeuaHue:

YTo0bbl BCe BBEAEHHbIE BaMV HAaCTPOMKU BOLLSM B AENCTBUE, HAXMUTE KHOMKY CoXpaHuTb, nocre
yero Heo6xoaMMo nepesarpy3nTb YCTPOMCTBO.

Mpeanaraetca wncnonb3oBatb  QyHKUMO MynbTn-SSID  coBMECTHO C  KOMMYTatopoMm,
nogaepxusaowmnm Tag VLAN. [Janee npuBegeH npumep HacTponkm pexunma Mynbtun-SSID.
BbinonHuTe cnegytowime 4encTBus:

1. HacTtpoika Touyku goctyna

Pexun padoTs: MyneTn-SSID M

Brnk4nTE VLAN

SSIDT: TP-LIMNK_7DBCEB VLANID: | 1
SsiD2: TP-LIMNK_TDBCEB_2 VLANID: | 2
SSID3: TP-LIMNK_TDBCEB_3 VLANID: | 1
SSID4: TP-LINK_TDBCEB_4 VLANID: |4
PerunoH: Poccun hd
Kanan: AeTo v
Pemin: 11bgn cmeLwaHHei v
WnprHa KaHana: 20/40MIMy, v
Makc. CKOpOCTE NepeaaYm: 300Meut/c v

BrknwounTe GecnpoBcgHyK Nepedayy

BrnwoueH TpaHcnAuma 3510

COXpaHnTL

HacTpowka To4kn goctyna

® Buibepute pabounn pexum Mynbtn-SSID.

® Cpenante oTmeTky Bo3ne nonsa Bkmtounts VLAN, 4TOoGbl akTmBupoBaTb  (YHKLMIO
BMPTYarbHOM CETU Ha TOYKe JOoCTyna.

® Ykaxute SSID un cootBeTtcTBytowmii VLAN ID. MNogpo6Hble napameTpbl NOKa3aHbl HA PUCYHKE
BbiLLE.

® STA1, STA2, STA3 n STA4 GyoyT B COOTBETCTBYIOLLEM MOPSAKE NOAKMIOYEHBI K CETU MO
SSID1, SSID2, SSID3 n SSID4.
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& MMpumeyaHue:

1.

2,

BecnpoBogHble ycTtponctBa (STA), nogkniodaemble kK pasHbiM VLAN ID, He cmoryT
B3aMMoAencTeoBaTh ApYr ¢ ApyroM, Hanpumep, STA1 n STA2.

BecnpoBogHble ycTponctBa (STA), nogknwoyaemble Kk ogHomy VLAN ID, 6yayt
B3aMmogencTeoBaTth Apyr ¢ Apyrom, Hanpumep, STA1 n STAS.

Bce 6ecnpoBoaHble YyCTPOWCTBa CMOryT BOWTUM B web-uHTepderic ynpasneHusa TL-WA901ND
1 BbIMOMHATL HACTPOWKY TOYKM AocTyna, Hanpumep, STA1, STA2, STA3 n STA4.

Ko Bcem naketam, nofyYeHHbIM B MPOBOAHOM CeTu OT ©ecnpoBOAHbIX YCTpPOWCTB, byaer
nobaeneH cootBeTcTBYtOWMA Tar VLAN, noka 3HavyeHne VLAN ID He 6yaeTt nameHeHo Ha 1.

HacTtpoiika kommMyTaTopa

Bknounte doyHkumio 802.1Q Tag VLAN Ha kommyTaTope.
YBenuTech, 4UTO NepeaaroTcs HETArMMpoBaHHbIe doperimbl (Untag).

B cnepytowen Tabnuvue npMeBeaeHsl eTanbHble HACTPOWMKM KOMMyTaTopa.

T L Pexnm o6pabotkm dpenmoB
MopT VLAN ID PVID | BbIxogHoOro
Utag Frames
nopra
1 1 1 Untag Mepenava
2 2 2 Untag Mepepaya
3 3 3 Untag Mepepaya
4 4 4 Untag Mepepnava
MNopTS oTHOCUTCA KO
5 scem VLAN 1 Tag MNepegaya

Tabnuua 4-1 Hactponka Tag VLAN Ha kommyTatope
Moakntoumte MK1, MK2, NMK3 1 MNK4 k noptam kommyTtaTtopa MopT1, MopT2, MNopT3 1 MNMopTt4 B
ykaszaHHoM nopsigke. Kaxxgomy nopty cootsetctayeT 1,2,3 n 4 VLAN ID.

Hactpownte lNopT5 B kauvecTBe nopTta, npmHagnexaiiero kK VLAN1, VLAN2, VLAN3 1 VLAN4,
n nogkntoumte ero kK LAN nopty TL-WA901ND.

Hactpornte VLAN ID komMnboTEpPOB, KOTOpble MOryT BoMTK B web-nHtepgenc TL-WA901ND
yepes nopT LAN npupaBHeHHbIn K PVID lMNopTa 5.

MNoaTeBepxaeHne pexuma ob6bMeHa WHdgopmauvMer nocrne 3aBeplieHUsi Bcex
BbILEYNOMSAHYTbIX HACTPOEK.

Ecrn VLAN ID komnbtoTepa, MOAKMOYEHHOrO K kommyTtaTtopy, otnmyaetcs ot VLAN ID

6ecnposogHoro yctponctea STA, TO OHM He CMOryT B3aumMoOeWcTBOBaTb APYr C APYrom,
Hanpumep, MK1 n STA2.

Ecnu komnbloTep, NOAKMOYEHHbIN K KOMMYTaTOpy, M 6eCcnpoBOAHOE YCTPOMCTBO OTHOCATCS K
ogHon VLAN ID, oHu cmoryT B3aMmodenctsoBath Apyr ¢ Apyrom, Hanpumep, NK2 n STA2.
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& MMpumeyaHue:

Ecrnn LAN nopt TL-WA901ND He noAKmyeH K KOMMYyTaTopy, O4HAaKO HamnpsiMyro MOAKITOYEH K
MK, To

1. 37101 TIK MOXeT Hanpsmy BOWTM B web-uHTepdenc ynpaeneHuss ToukM AoCTyna
TL-WA901ND ansa ynpaeneHus yCTponcTBOM.

2. Tonbko Te OGecnpoBogHble ycTpouncTtBa, y koTopblix VLAN ID yctaHoBneH Ha 1, moryt
B3aumopgencteoBaTh ¢ 1K, noakntoyeHHbIM no kabento.

3) KnueHT: B atom pexume Todka goctyna Oyaet paboTtaTb B kavecTBe GecnpoBOOHOro
YCTPOWCTBA, NO3BOMSIOLLErO y3nam, NOAKMHOYEHHBIM N0 kabento, Nony4nTb OOCTYN K TOYKe
poctyna.
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Hactpoiika 6ecnpoBogHoOi ceTH

Pexunn padoTs: Knnext i

[] BknroquTe WDS

(=) SSID:
O MAC agpec TO:

Pervox: Poccua v

LUnprHa KaHana: 20/40MIMy b

BKNIOUNTE GECNPOECOHYI0 NEpenady

Manck

Puc. 4-10 HacTpowkn 6ecnpoBogHon ceTu B pexume KnveHTa

Bkntounte WDS — KnueHTbl MoryT nogkntodatbesa K T, korga gyHkuma WDS BkrnitoyeHa
unun BblkntodeHa. Ecnu WDS aktuBMpoBaHa, Becb TpadmK M3 MPOBOAHLIX ceTen Oyaer
nepeseneH B cdopmat WDS dpenmoB, coctodwmx n3 4-x agpecHoix nonen. Ecnm WDS
OTKMNtoYeHa, byayT ncnonb3oBaTbCcs TPY agpecHbiX dpenva. PekomeHayeTca BKMOUNTL 3Ty
PYHKUMIO.

SSID - ecnu Bbl caenann otmeTky Boane nona SSID, TO-knueHT nogkntountes K T ¢
cooteeTcTBytowmM SSID. Beegute SSID ToukM gocTyna, K KOTOPOW XOTUTE NOAKMIOYMUTLCS.

MAC agpec TOl — ecnu Bbl Aenanu 0TMETKY HanpoTMB 3TOro nons, TO-KNMeHT NoaKNioYnTCs
kK TO ¢ cooTtBetcTtBytowmm MAC agpecom. Beegute MAC agpec TOYkM JOCTyNa, K KOTOPOWn
XOTUTE NOAKMHOYNTBLCA.

PervoH — BbibepuTe Ball pervoH u3 passBepHyToOro cnucka. [lJaHHoe none onpegensieT
PErvoHbl, B KOTOPbIX pa3pelleHO MCrosib3oBaTb 6ecrnpoBOAHYH (DYHKUMIO YCTpOMCTBa.
WNcnonb3oBaHue yHKUMM 6ecnpoBOAHOMO COeAMHEHUS B CTPaHax, He yka3aHHbIX B CNMCKe,
MOXeT OblTb He3akoHHbIM. Ecnv  Bawa cTpaHa He BKMOMEHa B CMCOK,
MPOKOHCYNbTUPYUTECH C MECTHbIMU OpraHamy BnacT OTHOCUTENbHO BO3MOXHOCTU
“cnonb3oBaHWs 6ecnpoBOAHOIO YCTPOUCTBA.

Mocne Toro, Kak Bbl BbIOEpeTe permoH U3 Crnncka, HaxxMmMTe KHonky CoxpaHuUTb, Nocne 4Yero
Ha aKkpaHe oTobpa3suTcs cneayolwee npegynpexaeHne. Haxmute OK.

Microsoft Internet Explorer,

1 ECNH Bbl HEMPAEMNEHO YKaKETE CTPAHY, 3TO MO#ET NPHEECTH K NOABNEHHH HHTEPEPEHLHH € APYTHMH YCTPOACTEAMM H, BO3MOXHO,
L3 NPABOHAPYLWEHHHD,

MpenynpexaeHne
&= lMpumeyaHue:
M3-3a MecTHbIX orpaHuyeHun CesepHasa AMepurKa OTCYTCTBYET B CMMCKE.

lUVIpVIHa kaHana - [lone onpegendaeTtr WUWPUHY UCNONb3yeMoro KaHana. Het
HeobXoaMMOCTN BHOCUTbL U3MEHEHUS B JaHHOe none.
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>

Bknountb GecnpoBoAHyr nepepavyy — TyT Bbl MoXeTe BblGpaTb, BKIYUUTL WK
OTKNIOYUTL  GecnpoBoAHY  (OYHKLMIO, 4YTODOblI paspewuTb WM 3anpeTuTb  [OCTyn
6ecnpoBOAHbLIX YCTPOWCTB.

HaxmuTe Mouck, 4Tobbl BbINOMHWUTL NOUCK AOCTYMNHbLIX SSID.

& MpumeyaHue:

YT06bl BCE BBEAEHHbIE BaMV HACTPOMKN BOLLMM B AENCTBME, HAXXMUTE KHOMKY CoXpaHuTb, nocre
yero HeoGXOAUMO nepesarpy3nTb YCTPOWCTBO.

4) PeTtpaHcnaTop: daHHbi pexxum nossonseT T ¢ ee BSS (Basic Service Set) nepegaBatb

WHopmauuto ocHoBHom T[, nogkntodeHHon no WDS. BbecnpoBogHowm peTpaHcnaTop
nepefaeT curHan Mexagy CTaHuMaMn U OCHoBHOM T/, YTO MO3BOMSET YBEMUYUTb rPaHuULbI
ceTu.

Hactpoiika becnpoBogHO# ceTH

Pexum padoTkl: PeTpancnatop M
MAC agpec TO:
Pernox: Poccua hd
LWnpKHa KaHana: 20/40MIMy, b
Makc. CKOpOCTL Nepeaaqm: 300Mautc b
BrniounTe GECNPOBCIHYI0 NEpedayy
CoxXpaHuTe

Puc. 4-11 HacTtpolikn 6ecnpoBoaHon ceTu B pexume PeTpaHcnsaTopa

MAC appec T[] — Beegnte MAC agpec OCHOBHOWM TOYKM JOCTYNa, paanyc o6xBaTa KOTOpoK
Bbl XOTUTE YBEIUYUTD.

PernoH — BuibepuTe Baw pervoH M3 pasBepHYTOro cnucka. [laHHoe none onpegensieT
PErMOHbI, B KOTOPbIX pPas3peLLleHO UCMONb30oBaTb OeCnpoBOAHYK (PYHKLMIO YCTPOWCTBA.
Mcnonb3oBaHne beHKLI,I/II/I 6eCI'Ip0BO,EI,HOFO CoenHEeHnA B CTpaHaXx, He YKa3aHHbIX B CMnCKe,
MOXeT ObITb He3akoHHbIM. EcnM Bawa cTpaHa He BKAKYMEHA B CMWCOK,
NMPOKOHCYNbTUPYNTECH C MECTHbIMW OpraHamu BnacTU OTHOCUTENbHO BO3MOXHOCTU
ncnonb3oBaHus 6ecnpoBOAHOIO YCTPOWCTBA.

Mocne Toro, Kak Bbl BbibepeTe pervoH 13 cnucka, HaxmmTe KHornky CoxpaHuTb, nocne 4Yero
Ha aKpaHe oTobpasnTca crieqytollee npeaynpexaeHve. Haxmute OK.

Microsoft Internet Explorer

ECnK BEl HEMPEEMNEHD YKEHETE CTPAHY, 3T0 MOMET NPHEECTH K NOABNEHHHY MHTEPhEREHUMK C APYTHMM YCTRORCTESMA M, BOSMONHO,
. MPEEOHAPYILEHHHD.

MpegynpexaexHne
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& [lpumevaHue:

M3-3a MecCTHbIX orpaHudeHun CesepHasa AMepurKa OTCYTCTBYET B CMMCKE.

> lUVIpVIHa kaHana - [lone onpegendeTr WUAPUHY UCNONb3yeMOro KaHana. Het
HeobXoOMMOCTN BHOCUTbL U3MEHEHUS B JaHHOe none.

> Maxc.cxopocn: nepepayuM -— [JaHHoOe none YycTtaHaBsiMBaeT oOrpaHn4YeHne Ha
MaKCcumMalribHYH CKOPOCTb nepenadn.

> Bknwouutb GecnpoBogHyio nepepadvyy — TyT Bbl MoOXeTe BbIGpaTb, BKIOYUUTL WK
OTKMOYMTL  6ecrnpoBoAHY  (OYHKUMIO, 4TOObl paspewunTb unu 3anpeTuTb  AOCTyn
6ecnpoBOAHbLIX YCTPOWCTB.

HaxmuTe Mouck, 4Tobbl BINOMHWUTL MOUCK JOCTYMNHbIX SSID.

& MMpumeyaHue:

Ytobbl BCe BBEAEHHbIE BaMU HaCTpOVIKM BOLUMN B AENCTBUE, HAXMUTE KHOMKY COXpaHVITb, nocrne
yero Heo6xoanmo nepesarpy3mntb yCTpOVICTBO.

5) YHuBepcanbHbin peTpaHcnaTop: [aHHbi pexxum nossonsieT T ¢ ee BSS (Basic Service
Set) nepepasatb WHdopmauuio ocHosHon T, nogkntodeHHon no WDS. BbecnposogHon
peTpaHCcnATop nepefaeT curHam Mexgy cTaHuMsMm UM ocHoBHow T[I, 4To nosBonsier
YBENNYNTb FPaHnLIbl CETU.

Pewun padoTel: YHUBEpCANBHLI PETRAHCAATOR ¥

MAC agpec TO:

Pervon: Poccus 3

LWnpnHa Kaxana: 20/40MI'y, v
Makc. CKOpOCTL NepeaaYM: J00MEnt/c “

BrniounTe GecnpoBogHyio nepedauy

Monck

CoxpaHnTe

Puc. 4-12 HacTtpolikn 6ecnpoBoaHON CETU B pexxume YHUBepcanbsHoro PeTpaHcnsaTopa

> MAC agpec T — Beeante MAC agpec 0CHOBHOM TOYKM AOCTyNa, pagnyc obxearta KoTopom
Bbl XOTUTE YBENMNYNTDb.

> PernoH — BbiGepute Balw pervioH U3 pasBepHyToro cnucka. [aHHoe none onpepenset
PervoHbl, B KOTOPbLIX paspeLleHO KCnonb3oBaTb GecnpoBOAHY (YHKLUMIO YCTPOMCTBA.
WNcnonb3oBaHune yHKUMM 6eCnpoBOAHOMO COeAMHEHNS! B CTpaHax, He yKa3aHHbIX B CMMCKe,
MOXeT OblTb He3akoHHbIM. Ecnv  Bawa cTpaHa He BKMOMEHa B CMCOK,
MPOKOHCYNbTUPYATECH C MECTHbIMW OpraHamMu BracT OTHOCUTENbHO BO3MOXHOCTY
“cnosnb3oBaHMs 6eCnpoBOAHOIO YCTPOMCTBA.

Mocne Toro, Kak Bbl BbIOEpPETE PEMMOH U3 CMUCKA, HAaXXMUTE KHOMKY COXpaHUTb, Nocne 4Yero
Ha aKpaHe oTobpasnTcs cneayowee npegynpexaeHne. Haxvute OK.
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Microsoft Internet Explorer

] ECNH Bl HENPAEMNEHD YKa¥ETE CTRAHY, 3T0 MO#ET NPHESCTH K NOAENEHHHD MHTEPOEREHWHH © APYTHMH YCTPOACTESMM M, EO3MOMHO,
. NPABOHAPYLWEHHHD,

MpeaynpexaeHne
& lMpumeyaHue:
N3-3a MecTHbIX orpaHuyeHun CesepHasa AMepurKa OTCYTCTBYET B CMMCKE.

> llupunHa kKaHana - [lone onpegendeT LWMPUMHY WUCNONb3yeMoro kaHana. Het
Heo6XoAMMOCTM BHOCUTb N3MEHEHUS B AaHHOe More.

> MaKC.CKOpOCTb nepepayn -— [daHHOe none yCTtaHaBiMBaeT OrpaHn4YeHne Ha
MaKCumMaribHYyH0 CKOPOCTb nepenadn.

»> Bknwuutb OecnpoBogHYyK nepepady — TyT Bbl MOXeTe BblOpaTb, BKMOYUTH UK
OTKNOUUTL  BecnpoBOfHY0  YHKUMIO, 4YTOOblI paspewuTb wnu 3anpetuTb  [0CTyn
©ecnpoBOAHbIX YCTPOMUCTB.

Haxmute Mounck, 4Tobbl BbINOAHUTE NOUCK AOCTYNHbIX SSID.

& MpumeyaHue:

YT06bI BCE BBEAEHHbIE BaMV HACTPOMKN BOLLUNM B AeNCTBME, HAXXMUTE KHOMKy CoXpaHuTb, nocre
4yero HeobXoAMMO nepesarpyanTb YCTPOMCTBO.

6) Moct ¢ TO: B atom pexume Bbl MOXeTe cBs3aTb Bawy T/ ¢ apyrumm (0o 4-X) B pexume
MOCTa C Lenblo 00beanHeHns AByx nnu donee nokanbHbIX CETEN.

HacTpoiika becnpoBogHO# ceTn

Pewum paboTsl: Moctc T v|
ssi;: | TP-LINK_7DBCEB |
PernoH: | Poccua v|
KaHan: | ABTO hd |
Pemun: | 11bgn cmelwanHei v|
WnpuHa KaHana: | 20/40MIMy, v|
Makc. CKOpOCTb Nepeaa|u: | 300MButic b |

BNiounTh GECNPOECOHYI0 NEpEdAYY

BrnwdeH TpaHonauwa 3310

MAC agpec TO1:

MAC agpec TO2:

|

| |
MAC agpec TO3: | |
MAC agpec TO4: | |

Manck

CoXpaHiTL

Puc. 4-13 HacTponku 6ecnpoBogHon cetu B pexume Mocta ¢ T[]
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SSID - OnpepensieT nmsa Bawen b6ecnpoBogHon ceTu. CospganTte mms anuHon go 32
CMMBOSOB 1 yoeauTech, YTO BceM 6eCnpoBOAHbIM YCTPONCTBAM B CETU MPUCBOEH OAWUH U TOT
xe SSID. SSID no ymonuanuio: TP-LINK_XXXXXX (rge XXXXXX — aTo nocnegHve Liectb
yHukaneHbIx undp MAC agpeca yctponctsa). JaHHOe 3HaYeHne YyBCTBUMTENBHO K PerncTpy.
K npumepy, TEST otnnyaeTtcs ot test.

PernoH — BuibepuTe Baw pervoH M3 pasBepHYTOro cnucka. [laHHoe none onpegensieT
PEMMOHbI, B KOTOPbIX pPa3peLLleHO UCMONb3oBaTb OeCnpoBOAHYH (PYHKLMIO YCTPOWCTBA.
Mcnonb3oBaHne yHKUMM 6eCnpoBOAHOIO COEAMHEHNST B CTPaHaXx, He yKa3aHHbIX B CMMCKE,
MOXeT ObITb HEe3aKOHHbIM. Ecnun BaLla CTpaHa He BKJTHOYEeHa B CIMUCOK,
NMPOKOHCYNbTUPYNTECH C MECTHbIMW OpraHamu BnacTU OTHOCUTENbHO BO3MOXHOCTU
ncnosnb3oBaHMs 6ecnpoBOgHOIO YCTPOMCTBA.

Mocne Toro, Kak Bbl BbibepeTe pervoH 13 cnucka, HaxmmTe KHornky CoxpaHuTb, nocne 4Yero
Ha aKpaHe oTobpasnTcsa criedytollee npegynpexaeHve. Haxvmte OK.

Microsoft Internet Explorer

L] ECNH Bl HENPAEMNEHD YKa¥ETE CTRAHY, 3T0 MO#ET NPHESCTH K NOAENEHHHD MHTEPOEREHWHH © APYTHMH YCTPOACTESMM M, EO3MOMHO,
. NPABOHAPYLWEHHHD,

MpegynpexaexHne

& lMpumeyaHue:
MN3-3a MecTHbIX orpaHuyeHun CesepHasa AMepuKa OTCYTCTBYET B CMMCKE.

Kanan — None onpegenset pabouyyto Yactoty. HeT Heo6Xx04MMOCTN BHOCUTL M3MEHEHNWS B
OaHHoe none, ecnun Bbl He 3aMevaeTe ABNeHnn nHtepdepeHummn ¢ cocegHmmn T[.

Pexxum — Bblbepute pexmm 6ecnpoBOLHOIO coeauHeHus. [OCTynHbl  creayowme
BapuaHTbI:

e Tonbko 11b - Tonbko ycTporictBa Ha 6ase 802.11b cmoryT nogknounTbes K TL.
e Tonbko 11g - Tonbko ycTporicTBa Ha 6a3se 802.11g cmoryT noaknoumTbesa K T,
e Tonbko 11n - Tonbko ycTporcTBa Ha 6ase 802.11n cmoryT noakno4nTbes K TL.

e 11bg cmewaHHbIM - K TOYke [JocTyna CMOryT MOAKMOYMTLCA YCTPOWCTBA C
nogaepxkon 802.11b n 802.11g.

e 11bgn cmewaHHbIn - Bce yctponctea ¢ nogaepxkon 802.11b, 802.11g n 802.11n
CMOTYT MOOKMIOYNTBLCS K TOUKe AOCTyna.

WvwpuHa kaHana - [lone onpegenser LWUPUHY WCMNOMNb3yemMoro KkKaHana. Hert
HeobX0AMMOCTU BHOCUTb MBMEHEHUSI B JAHHOE Morne.

MaKC.CKOpOCTb nepepayn - [OaHHoOe noJjie YyCTaHaBniMBaeT OrpaHundyeHne Ha
MaKCuMaribHYH0 CKOPOCTb nepeaadn.

BkniounTe OecnpoBogHyr Mnepegavyy — TyT Bbl MOXeTe BblOpaTb, BKMOYUATL WU
OTKMIOYMTL GEecnpoBOOHY0 (YHKUMIO, 4YTOObI paspewnTb WM  3anpeTuTb AOCTYynN
6ecnpoBOAHbIX YCTPOWCTB.

BknwoueH TpaHcnsuua SSID — OcTaBbTe unu ybepute OTMETKY M3 3TOro Mofsi, YTobbI
aKTMBUPOBaTb WUNKU OTKMOYUTE (PYHKUMIO TpaHcnaumm ceteBoro umenun (SSID). Ecnum
dyHKLMA akTUBMpOBaHa, 6ecnpoBOAHbIE YCTPONCTBA CMOrYT MO NOUCKY OOHapyXuTb Bally
GecnpoBoOgHYtO CceTb.
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> MAC agpec TA (1-4) — Beeante MAC agpeca apyrux Todek goctyna.

HaxmuTe Mounck, 4Tobbl BbINOMHUTL MOUCK JOCTYMNHbIX SSID.

& MMpumeyaHue:

YT06bl BCE BBEAEHHbIE BaMV HACTPOMKN BOLLNM B AeNCTBME, HAaXXMUTE KHOMKy CoXpaHuTb, nocre
yero HeoGXOAUMO Nepesarpy3nTb YCTPOWCTBO.

4.5.2 BbesonacHocTb 6ecnpoBOAHOro coeauHeHus

Boibepute BecnpoBogHasa ceTb > BbeaonacHocTb 6ecnpoBOAHOro COeAuHEHUA, Tae Bbl
CMOXeTe HacTpouTb 6e3onacHOCTL Ballel 6ecnpoBOAHON CETU U 3alWMTUTL Bally MHOpMaLUIo
OT BHeWHMX BTOpXeHun. T npepgoctaBnseTr Tpu Tuna 3awmtbl: WEP, WPA/WPA2 wu
WPA-PSK/WPA2-PSK. Bbl MoxeTe 3agaTb napameTpbl 6€30nacHOCTM B OKHe, Noka3aHHOM Ha
Puc. 4-14. [Ins kaxgoro M3 pexxmMmoB paboTbl MpeayCMOTPEHbI Pa3Hble HACTPOKKK 6e30NnacHOCT!.

1) Touka goctyna

Pexnn padoTe:: Touka pgocTyna

& OTKMKYHUTE 3aLWMTY

O WEP
Tum: ABTOMATHYECKAR b
@opmar napona WEP: WecTHagUaTEpUUHEIR |
BriBpaHHbIi napone Mapons WEP Tun napons
Mapone 1 OTrnioyeH hd
Mapons 2. Otkniouen v
MNapone 2 OTknroyeH v
MNaponk 4. OTrnoyeH v
O WPA/WPA2

Bepcus: ABToMaTHyeckan v
LluchpoBaHne: ABTOMATUUECKAR v
|P-appec Radius-cepeepa:
Radius-nopt: 1812 (1-65535, 0 ofoaHayaeT napT No yMonyaxuia 1812
Naponk Radius-cepeepa:

WHTepean o0HOBNEHNA COBMECTHOID Napons: 0 (B CEKYHOEX, MWHUMaNEHOe 3HaveHne 30, 0 oanavaet fes oOHOBNEHNA)

O WPA-PSKWPA2-PSK
Bepcua: ABTOMATHYECKER v
Wnchposanmne: ABTOMATHYECKARA ~
Mapons PSK:
(Bl moskeTe BEecTH ASCI CUMECNE! B QMaNa3oHe Mexay 8 1 83 nnw WeCcTHagUaTepyHEIe CMMECTE E D1aNa3oHe Mexay 8 unn G4.)

WHTepaan o6HOBNEHHA COBMECTHOTO Naponsa: 0 (B ceryHnax, MUHUIMaNbHOoE 3HaYeHne 30, 0 oaHavaeT Ge3 0OHOBNEHUA

Puc. 4-14 BesonacHocTb GecnpoBOAHONM CETM — pexxuM Tovka gocTyna
> Pexum paboTbl — TYT NOKa3bIBAETCH TEKYLUUIN pexum paboThbl.

> OTKNMYUTL 3aWMUTy — cAenanTe OTMETKY B 3TOM nonie, YToObl OTKMYMTL 3awmTy. Mpu
OTKMIOYEHHON 3aluTe Bce GecnpoBOAHbIE YCTpolcTBa OyayT noakniodatbcs k T 6Ges
MCnosb3oBaHWs WKgpoBaHus. HacTosiTeNnbHO pekoMeHAyeTCs BKIOYUTb 3aLLuTy.

> WEP - Vcnonb3oBaHue 3awwutbl 802.11 WEP.

e Twun — Bbl moxeTe Bbl6paTb OOWH U3 cneayruwnx BapmaHToB:
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1)

2)

2)

3)

ABTOMaTuyeckm - ABTOMaTMyeckoe onpedeneHne Tuna  ayTeHTUdmKauum
CoBMecTHbIN naponb unn OTKpbITas cucTema Ha OCHOBE 3anpoCOB M XapaKTepPUCTUK
©ecnpoBogHOro ycTponcTea.

CoBMecTHbIN naponb - AyTeHTudukaums 802.11 CoBMeCTHbIN Napornb.
OTtkpbiTas cuctema - AyteHtndumkaums 802.11 OTKpbITaa cuctema.

®opmatr naponsa WEP - Tyt Bbl MoxeTe BbiOpatb c¢opmat ASCIH  wnm
LWectHapguaTepuyHbin. ®opmat ASCII nossonseTr vcnonb3oBatb MOy KOMOMHALMIO
CMMBONIOB Ha  KnaBMaType, OFPaHUYEHHYHD  TOMbKO MO  OIMHE  CTPOKMW.
LWecTHaguaTepnyHbIn popmaTt Mo3BONSAET MCMNOMNb30BaTb TONbLKO UMdpbl 16-pudHOM
cuctembl (0-9, a-f, A-F).

Maponb WEP - Buibepute, Kako u3 4eTbipex naponen Oyaetr MCnonb3oBaTbCs, U
BBEOUTE COOTBETCTBYOLLee 3HavyeHne napons WEP B o06o3HayeHHOe Bamu none. 910
3HaYeHmne JOIMKHO OblTb MOEHTUYHBIM 4518 BCeX 6eCnpOBOAHbIX YCTPONCTB B BaLLEN CETU.

Tun napons - 3aecb Bbl MOXeTe ykasaTtb AnuHy napons WEP (64-6uT unu 128-6ut nnm
152-6uT) ansa wudposaHusa. "OTknoYeR" o3HavaeT, Yto naponb WEP He gencteuteneH.

Onsa wwndposaHua 64 out - Beeaute 10 umdpp B 16-pnyHon cucteme (nobas
kKombuHauma cumsonos 0-9, a-f, A-F, oTcyTcTBME CMMBOSOB He ponyckaetcd) wim 5
cumBonoB ASCII.

Ona wwugpposaHns 128 out - Beegute 26 uudp B 16-pmyHOM cucteme (nobas
kombuHaumsa cumsonos 0-9, a-f, A-F, otcytctBMe cumBonoB He gonyckaetcst) unm 13
cumBonos ASCII.

Ona wndppoeaHua 152 6ut - Beeaute 32 umdpbl B 16-pudHon cucteme (nwobas
KombuHauma cumeornioB 0-9, a-f, A-F, oTcyTcTBME cumBONoB He gonyckaetcd) wunu 16
cumBonoB ASCII.

&= lMpumeyaHue:

Ecnu Bbl He ycTaHOBUTE Naporb, PyHKLMA 6eCnNpOBOAHOM 3alUmThl ByaeT OTKNIOYEHa, AaxXe ecnum
Bbl BolOpanu B kavyectse Tuna ayTteHTUdukaumm CoBMECTHbIV Naporb.

» WPA/WPA2 — Bbi6op 3awmtel WPA/WPA2 Ha 6a3e Radius cepsepa.

1)

2)
3)

Bepcus - Bbl MoxeTe BbiOpaTb OAMH M3 crieayoLwmnx BapnuaHToB:

ABTOmMaTu4yeckm - ABtomatmnyeckoe onpegenerne WPA nnn WPA2 B 3aBMCMMOCTM OT
XapaKTEPUCTUK U HAacTpoek 6ecnpoBOAHOrO yCTPOUCTBA.

WPA - 3awmuweHHbin goctyn Wi-Fi.

WPA2 - WPA Bepcum 2.

LWncpoBaHue - Bbl moxeTe BoiGpaTb ABTOMaTnyeckun, TKIP unn AES.
IP appec Radius cepBepa - Beegute IP-agpec Radius cepsepa.
MopT Radius - Beeaute nopt, ncnonssyemsin Ans radius.

Maponb Radius cepBepa - Beegute naponb ang Radius cepsepa.

WUHTepBan OGHOBNEHMA COBMECTHOIrO Naposnsl - YKaxuTe WHTepBan OOHOBIEHUs
naponsa B cekyHaax. Bel moxeTte BBectu umcrno ot 0 go 30. Ecnu Bbl BBegete 0, TO
AaHHasa pyHKUUA ncnonb3oBaTbecsa He byaerT.
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> WPA-PSK/ WPA2-PSK — Bui6op 3awwmtbl WPA Ha oCHOBEe COBMECTHOIO Krtoua.

e Bepcus - TyT Bbl MOXeTe BblbpaTb OOHY M3 CreayoLmnx BEPCUii:

1) ABTOMaTMuyeckum - ABTOMaTtumyeckun Bblbop mexagy WPA-PSK n WPA2-PSK B
3aBMCUMOCTM OT XapaKTEePUCTUK U HACTpPoek 6ecnpoBOAHOMO YCTPOWCTBA.

2) WPA-PSK - CoBmecTHbIV naponb WPA.
3) WPA2-PSK - CoBmecTHbI naponb WPA2.

e LUWudpoBaHue - Korga Bl Boioupaete WPA-PSK nnu WPA2-PSK B kayectse Tuna
ayTeHTUdUKaLMK, Bbl MoxeTe BbibpaTe ABToMatuyecku, TKIP unu AES B none
LWncpoBaHue.

e [Maponb PSK - Beeante naponb B gaHHoe norne.

e WHTepBan OGHOBMNEHUS COBMECTHOro napons - YKaxute WHTepBan OOHOBMEHMUS
naponsi B cekyHgax. Bel moxete BBectn ymcno ot 0 go 30. Ecnm Bbl BBegete 0, TO
AaHHasa byHKUMS Mcnonb3oBaTbes He Byaer.

Y6eauTecn, YTO Bbl HaXanu kHONKy CoxpaHUTb A5s COXpaHeHUs HaCTPOEeK Ha 9TOW CTpaHuLe.
& lMpumevaHue:
lMocne coxpaHeHMs Bbl YBMOWUTE HaNOMUHAHME O TOM, YTO HeoOXOoAMMO mnepesarpysnTb

YCTPOWCTBO.

2) MynbTu-SSID

Pexun padotsl: MyneTn-SSID | TP-LINK_TDECSE  »

@ OTKNKYUTE 3aAWNTY

O WPA/WPA2
Bepcus: ABTOMATHUBCKAA K
LnchposaHme: ABTOMATHUBCKAA K
IP-anpec Radius-cepeepa:
Radius-nopt: 1812 {1-65535, 0 0BoaHaYaeT NOPT NC yMoNYaHue 1812)
Maponk Radius-cepeepa:

WHTepean o0HOBNEHMA COBMECTHOrO Napona: 0 (B CEKyHIOAX, MWHMMAanbHOe 3HaYerne 30, 0 oaHayaeT Ge2 oGHOENEHNA)

O WPA-PSK/WPA2-PSK
Bepcus: ABTOMATHUECKAA v
LuchposaHme: ABTOMATHUECKAA v
Mapons PSK:
(Bel MokeTe gBeCTH ASCIl cMMBONLI B AMANA30HE Mexay B 1 63 MNK WecTHAAUATEPHYHEIE CUMECGNEI B AMANA30HE MaXay B unu 64.)

WHTepBan oGHOBMNEHWA COBMECTHOrD Napona: 0 (B CEKYHOAX, MUHUMANEHD e 3HaYeHne 30, 0 0aHayaeT Jea oGHOENEHNA)

Puc. 4-15 BesonacHocTb 6ecnpoBogHon cetn — Mynstn-SSID
> Pexnm paboTbl — TYT NOKa3bIBAETCH TEKYLLMIA PEXNM paboTbl.

>  OTKNYUTb 3aWMTy — caenanTte OTMETKY B 3TOM nose, 4Tobbl OTKMounTb 3awmnty. Mpu
OTKIMIOYEHHOW 3awmuTte Bce GecnpoBoAHble YCTpOWCTBa OyayT nogknwodatbes Kk T 6es
NCcnonb3oBaHusA WnNpoBaHnd. HacTosaTenbHO pEKOMEHOYETCS BKIIOYMTL 3aLLUMUTY.

> WPA/WPA2 - Bobi6op 3awmtel WPA/WPA2 Ha 6a3e Radius cepsepa.
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Bepcuﬂ - Bbl MOXxeTe Bbl6paTb OOWH N3 cneayrownx BapnaHTOB:

ABTOoMaTuyecku - ABTomatmnyeckoe onpegenenHne WPA nnn WPA2 B 3aBucmmocTn ot
XapakTepuCcTMK N HacTpoek 6ecnpoBOHOro YyCTPOMCTBA.

WPA - 3awmweHHbin goctyn Wi-Fi.

WPA2 - WPA Bepcum 2.

WncpoBaHue - Bbl moxeTe BoiOpaTe ABTOMaTtu4veckun, TKIP unu AES.
IP appec Radius cepBepa - Beegute IP-agpec Radius cepsepa.

MopT Radius - Beegute nopt, ncnonb3yembin gns radius.

Maponb Radius cepBepa - Beegute naponb ansa Radius cepsepa.

UHTepBan OGHOBNEHMA COBMECTHOIrO naposns - YKaxuTe WHTepBan OOHOBMEHUs
naponsi B cekyHgax. Bel moxete BBectn yucno ot 0 go 30. Ecnu Bbl BBegete 0, TO
AaHHaga oyHKUMS Mcnonb3oBaTbes He Byaer.

& lMpumeyaHue:

HaHHasa byHKUMA 3aWmnThl CTAHET HEQOCTYMNHA, eCNK Bbl CAenaeTe OTMETKY B none BkniouuTtb
VLAN, kak nokasaHo Ha Puc. 4-9.

> WPA-PSK/ WPA2-PSK - Bui6op 3awmtsl WPA Ha 0CHOBE COBMECTHOrO Kitoya.

1)

2)
3)

Bepcus - TyT Bbl MOXeTe BblOpaTb O4HY M3 Cneaytowmx BEPCU.

ABTOMaTtuyeckm - AsTomMatmyeckun Bbidop mexagy WPA-PSK n WPA2-PSK B
3aBMCUMOCTM OT XapaKTEePUCTUK U HACTpoek 6ecnpoBOAHOMO YCTPOWCTBA.

WPA-PSK - CoBmecTHbIn naponb WPA.
WPA2-PSK - CoBmecTHbI napons WPA2.

WndposaHue - Koraa Bbl Boibnpaecte WPA-PSK unu WPA2-PSK B kayectBe Tuna
ayTeHTUdMKauMK, Bbl MoxeTe Bbibpate ABTomMatuyecku, TKIP unu AES B none
LndpoBaHue.

Maponb PSK - BBeante naponb B gaHHOe none.

UHTepBan OOGHOBNEHMA COBMECTHOIrO Naposns - YKaxuTe WHTepBan OOHOBMEHUs
naponst B cekyHgax. Bel moxete BBectu yucno ot 0 go 30. Ecnu Bbl BBegete 0, TO
AaHHaga byHKUMS Mcnonb3oBaTbes He Byaer.

Y6enurtech, YTO Bbl HaXXanu KHOMKY COXpaHVITI: Ona CoOXpaHeHua HaCcTpoekK Ha aTon CTpaHuue.

&= lpumeyaHue:

MNocne COXpaHeHuna Bbl yBunaunTe HaNoOMMHaHMe O TOM, YTO Heo6xo,1:|,|/||v|o nepesarpys3mtb
YCTPOWCTBO.
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3) KnueHnT

>

>

Pemni padoTbi: Knnent

& OTKNIOYWTE 3aWMHTY

O WEP
Tun: AsTOMaTHYeCKaA |
Dopuat napona WEP: WecTHaguatepuuHeil - %
BuiGpanHbit napens Mapone WEP Tun napons
Mapone 1 OTenrousH v
Mapone 2 OTenrousH v
Mapone 3 Otknrouen v

Mapone 4 OTenroyeH v

O WPA-PSK/WPAZ2-PSK
Bepcua: ABTOMATHYECKAR h
WinchposaHme: ABTOMATHYECKAR h
Mapone PSK:
(Bl moweTe BEecT ASCIl civECNE! B AMaNaacHe mexay 8 n 63 unn wecTHaguaTepHyHEg CHMECE! B OMaN330He Mexdy 8 unn §4.)

NHTepean obHOBNEHWA COBMECTHOTO Napona: 0 (B CEKYHZAX, MMHMMAnbHOe 3Hayerne 30, 0 oaHayaeT Ges 0OHOENEHNA)

COXpaHUTE

Puc. 4-16 bBesonacHocTb GecnpoBoaHoOW ceTu — pexxum KnueHTa

PeXxum paboTbl — TYyT NOKa3biBAETCSA TEKYLUMI PEXUM paboThl.

OTKNOYUTL 3alUTy — caenantTe OTMETKY B 3TOM Mone, YTobbl OTKNOYNTL 3awuTy. [Mpu
OTKITIOYEHHOM 3awmte Bce OGecnpoBogHble ycTpowcTBa OyayT nogkntodaTtbca K T 6e3s
NCMONb30BaHNs WNdpoBaHNs. HacTosTenbHO pEKOMEHAYETCS BKMOUNTD 3aLLuUTy.

WEP - Vicnonb3oBaHue 3awmntbl 802.11 WEP.

1)

2)
3)

1)

Twun - Bbl MmoXxeTe Bbl6paTb OOWH M3 cneayrunx BapmaHToB:

ABTOMaTuyeckn - ABTOMatTMyeckoe onpedeneHne Tuna  ayTeHTUdUKaLMu
CoBmecTHbIN naponb 1 OTKpbITas cucTeMa Ha OCHOBE 3aMpoCOB U XapaKTEPUCTUK
SecnpoBogHOro yctponcTea.

CoBMecTHbIN naponb - AyTeHTudukaums 802.11 CoBMecTHbIN Napornb.
OTtkpbiTas cuctema - AyteHtndprkaums 802.11 OTKpbITaa cuctema.

®opmatr naponsa WEP - Tyt Bbl MoxeTe Bblbpatb d¢opmatr ASCIl wnm
LWecTtHaguaTtepnyHbin. Popmat ASCII no3sonsieT ncnonb3oBaTtb NOOYI0 KOMOMHALMIO
CMMBOMOB  Ha  KnaBumaType, OrFpaHWYEHHYld  TOMbKO MO  AMWMHE  CTPOKW.
LecTHaguaTepuyHbin popmaT MO3BOSISIET WCMONb30BaTb TOMbKO UMdpbl 16-pruyHOm
cuctembl (0-9, a-f, A-F).

Maponb WEP - BuibepuTe, Kakon u3 yeTbipex naponen Oyaetr MCNonb3oBaTbCs, M
BBEOUTE cOOTBeTCTBYoLLlee 3HavyeHue naponsa WEP B o6o3HayeHHOe Bamu none. 370
3HaYeHmne JOMKHO BbiTb MOEHTUYHBIM A58 Bcex 6ecnpoBOAHbIX YCTPOMCTB B BalLEn CeTH.

Tun napons - 3geck Bbl MOXeTe ykasaTb gnvHy napons WEP (64 6uTt nnu 128 6ut unu
152 6mT) anga wudposanms. "OTko4eH" o3HavaeT, 4YTo naponb WEP He gencTBuTeneH.

Ona wwudgpposaHma 64 o6ut - Beegute 10 uucp B 16-puyHOi cucteme (nobas
kKombuHaumsa cumeonos 0-9, a-f, A-F, OoTCyTCTBME CMMBONOB He AonyckaeTcs) unn 5
cumBornoB ASCII.
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2)

3)

Ona wwudgpposanns 128 o6ut - Beegute 26 uudp B 16-pmyHO cucteme (nobas
kombuHaumsa cumsonos 0-9, a-f, A-F, otcyTcTBMe cumBonoB He gonyckaetcsl) unu 13
cumBornos ASCII.

Ona wndppoeaHua 152 out - Beeaute 32 uumdpbl B 16-pudHon cucteme (nwobas
KombuHauma cumeornioB 0-9, a-f, A-F, oTcyTcTBME cumBONOB He gonyckaetcd) wunu 16
cumBonoB ASCII.

&= lpumeyaHue:

Ecnu Bbl He ycTaHOBUTE Naporb, PyHKLMA 6eCNpOBOAHOM 3alUmTbl ByaeT OTKNIOYEHa, Aaxe ecnu
Bbl BolOpanu B kadyecTse Tuna ayTteHTUdukaumm CoBMECTHbIV Naporb.

> WPA-PSK/ WPA2-PSK - Bri6op 3awwmtsl WPA Ha ocHOBE COBMECTHOrO Krtoya.

1)

2)
3)

Bepcus - TyT Bbl MOXeETe BblOpaTb OAHY M3 CNEeAYOLMX BEPCUN:

ABTOMaTuyeckn - ABTOMatmdeckun BbiGOp mexagy WPA-PSK n WPA2-PSK B
3aBMCMMOCTM OT XapaKTEPUCTUK N HAcTpoek 6eCcnpoBOAHOIO yCTPOMCTBA.

WPA-PSK - CoBmecTHbIn napons WPA.
WPA2-PSK - CoBmecTHbI napons WPA2.

lWndpoBaHue - Korga Bbl Bbibupaete WPA-PSK nnn WPA2-PSK B kayectse Tuna
ayTteHTUdMKaumn, Bbl MoxeTe BblbpaTtb ABTOomatuyecku, TKIP nnn AES B none
LundpoBaHme.

Maponb PSK - BBeante naponb B AaHHOE More.

WUHTepBan oOGHOBNEHUsi COBMECTHOro naponsi - YKaxuTe uHTepBan OOHOBMNEHUs
naponsa B cekyHaax. Bel moxeTe BBectn uncro ot 0 go 30. Ecnu Bbl BBegete 0, TO
AaHHasn pyHKUMS ncnonb3oBaTbes He byaer.

Y6eautech, YTO Bbl Haxanu kHornky CoXpaHUTb ANl COXpaHEHUs! HACTPOEK Ha 3TOM CTpaHuue.

&= lMpumevaHue:

lMocne coxpaHeHus Bbl YyBWAWUTE HaNOMUHaHWE O TOM, 4YTO HeobGXooMMO mnepesarpysuTb
YCTPOWCTBO.
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4) PeTtpaHcnsaTop

>

>

Peskni paboTbl: Petpancnarop

& OTHN4UTE 3aWUTY

O WEP
Tun: AgTomaTnJeckan W

@opMar napona WEP: WecTHaALaTEPUYHEIT %

BeiGpakHeIi napons Napone WEP Tun napons
Mapone 1 OTknrousH ~
Mapone 2 OTknrousH ~
Mapone 2 OTknroyeH L4

Mapone 4. OTknroyeH L4

O WPA-PSKIWPA2-PSK
Bepcua: ABTOMATHYECKAA N
Wnchposanme; ABTOMATHYBCKAA &
Mapone PSK:
(Brl moxeTe EEeCTH ASCIl CUMBONEI E QNAN3230HE Mexady 8 1 63 MK WeCcTHAZUaTepHYHEIE CUMECNE! B ON3N33oHe mMexdy 8 nnw §4.)

WHTepean oHOBNEHHA COBMECTHOTO NaponA; 0 (B CekyHaax, MPHIMansHoe aHayerne 30, 0 oaHayaeT Gea oOHOENEHNA)

COXpaHUTE

Puc. 4-17 BesonacHocTb 6GecnpoBOAHOIo CoeamMHeHUs — pexum PeTpaHcnaropa

Pexum paboTbl — TYT NOKasbiBaeTCA TEKYLLNA peXUM paboTbl.

OTKNIOYUTL 3alUTY — caenanTe oTMETKY B 3TOM Mofe, YTobbl OTKNOYNTL 3awmTy. Mpu
OTKIMIOYEHHON 3awuTe Bce OecnpoBoAHble YCTPOWCTBa OyayT nogkntodatbes K T 6es
MnMcnoJib3oBaHmM4A LIJI/I(*)pOBaHI/IFI. HacTtositenbHo peKOMeH,EI,yeTCFI BKIMHOYNUTb 3aLLUTY.

WEP - Vicnonb3oBaHue 3awmntbl 802.11 WEP.

1)

2)
3)

1)

Twun - Bbl moxeTe Bbl6paTb OOWH U3 cneayruwnx BapmaHToB:

ABTOMaTMyYeckn - ABTOMaTMYecKoe onpegerieHMe Tuna  ayTeHTUdUKaumm
CoBMecTHbIM naponb unu OTKpbITaa CUCTEMA HA OCHOBE 3arpoOCOB M XapakTePUCTUK
©ecnpoBOHOro YCTPOMCTBA.

CoBMecCTHbIN naponb - AyteHTudpurkaums 802.11 CoBMeCTHbIN Naponb.
OTKpbITas cuctema - AyteHTudpmkaums 802.11 OTKpbITas cuctema.

®opmar napona WEP - Tyt Bbl MoxeTe Bblibpatb d¢opmatr ASCIl wnu
lWecTHaguaTtepnyuHbin. Popmat ASCII nossonseT ncnonb3oBaTtb NOOYI0 KOMOMHALMIO
CMMBOJIOB Ha  KrnaBuatype, OFPaHMYEHHYKD  TONMbKO MO  OJIMHE  CTPOKW.
WecTtHaguaTepnyHbii dpopmaT MNO3BOMNSIET UCMONb30BaTh TOMbKO UMdpbl 16-pruyHON
cuctemsl (0-9, a-f, A-F).

Maponb WEP - BuibepuTe, kakon n3 yeTbipex naponen 6yaetr Mcnonb3oBaTbCs, U
BBEAMUTE COOTBETCTBYKOLWEee 3HavyeHne napona WEP B o6o3HavyeHHOe Bamu none. 970
3Ha4eHne JOMKHO ObiTb MAEHTMYHBIM AN BCcex 6ecnpoBOAHbIX YCTPONCTB B Ballen ceTu.

Tun napons - 3geck Bbl MOXeTe ykasaTb AnuHy napons WEP (64 6uTt nnu 128 6ut unu
152 6uT) anga wudpposaHmsa. "OTkno4eH" o3HavaeT, 4To napons WEP He gencreureneH.

Ona wwudgpposaHma 64 o6ut - Beegute 10 uudpp B 16-puyHOi cucteme (nobas
kombuHauma cumsonos 0-9, a-f, A-F, oTcyTcTBME CMMBOSIOB He ponyckaeTtcsa) unm 5
cumsonos ASCII.
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2)

3)

Ona wwudgpposanns 128 o6ut - Beegute 26 uudp B 16-pmyHO cucteme (nobas
kombuHaumsa cumsonos 0-9, a-f, A-F, otcyTcTBMe cumBonoB He gonyckaetcsl) unu 13
cumBornos ASCII.

Ona wndppoeaHua 152 out - Beeaute 32 uumdpbl B 16-pudHon cucteme (nwobas
KombuHauma cumeornioB 0-9, a-f, A-F, oTcyTcTBME cumBONOB He gonyckaetcd) wunu 16
cumBonoB ASCII.

&= lpumeyaHue:

Ecnu Bbl He ycTaHOBUTE Naporb, PyHKLMA 6eCNpOBOAHOM 3alUmTbl ByaeT OTKNIOYEHa, Aaxe ecnu
Bbl BolOpanu B kadyecTse Tuna ayTteHTUdukaumm CoBMECTHbIV Naporb.

> WPA-PSK/ WPA2-PSK - Bri6op 3awwmtsl WPA Ha ocHOBE COBMECTHOrO Krtoya.

1)

2)
3)

Bepcus - TyT Bbl MOXeETe BblOpaTb OAHY M3 CNEeAYOLMX BEPCUN:

ABTOMaTuyeckn - ABTOMatmdeckun BbiGOp mexagy WPA-PSK n WPA2-PSK B
3aBMCMMOCTM OT XapaKTEPUCTUK N HAcTpoek 6eCcnpoBOAHOIO yCTPOMCTBA.

WPA-PSK - CoBmecTHbIn napons WPA.
WPA2-PSK - CoBmecTHbI napons WPA2.

lWndpoBaHue - Korga Bbl Bbibupaete WPA-PSK nnn WPA2-PSK B kayectse Tuna
ayTteHTUdMKaumn, Bbl MoxeTe BblbpaTtb ABTOomatuyecku, TKIP nnn AES B none
LundpoBaHme.

Maponb PSK - BBeante naponb B AaHHOE More.

Maponb PSK - BeeanTte napornb B AaHHOe none.

MHTepBan OGHOBNEHUA COBMECTHOrO napons - YKaxuTe MHTepBan OOHOBNEHWA napons B
cekyHaax. Bel moxeTe BBectn uncro ot 0 go 30. Ecnm Bbl BBegete 0, TO gaHHas yHKLMSA
ncnonb3oBaTtbcs He OyaerT.

Y6eautech, YTO Bbl HaXanu kHornky CoXpaHUTb A5 COXpaHEeHNUsl HACTPOEK Ha 3TOW CTpaHuLe.

&= lMpumevaHue:

lMocne coxpaHeHus Bbl YyBWAWUTE HaNOMWUHaHWE O TOM, 4YTO HeobGXoAMMO mnepesarpy3uTb
YCTPOWCTBO.
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5)

YHuBepcanbHbIN peTpaHCnATop

Pesun padoTel: YHnBepcankHuI peTpaHcnsaTop

& OTKNKYUTE 3aWUTY

O WEP
Tun: ABTOMATUUECKAR b
Dopuar napona WEP: WlecTHaALATEPUUKEIT

BbIBpaHHLIA Napons Napone WEP Tun napons

Mapone 1 QTRNKYEH L4
Mapone 2 OTknrousH ~
Mapone 2 OTknoyeH L4
Mapone 4. QTenioueH A4
O WPA-PSK/WPA2-PSK
Bepcus: ABToMaTHYECKaA ~
WichpoBanme: ABTOMATHYECKAA v
Mapones PSK:
(BEI MoxeTe BESCTH ASCI CUMBONEI B AWANA30HE MeXay 8 1 63 UMK WECTHAOUATEPUYHEIE CUMECNE! B QWANA30HE Mexdy & unu 64.)
WHTepBan oGHOBMEHUA COBMECTHOrD Napona: 0 (B CEKYHAAX, MUHUMANLHOE 3HaueHue 30, 0 03H3uaeT T3 0GHOBNEHNA)

Puc. 4-18 BesonacHocTb 6eCcnpoBOAHOIO COEAMHEHUS — pexnM YHuBepcanbHoro PeTpaHcnsaTopa

>

>

PeXxum paboTbl — TYyT NOKa3biBAETCS TEKYLUMIN PEXMUM paboThl.

OTKNUYUTL 3aWMTy — caenante oTMETKYy B 3TOM none, Y4Tobbl OTKMOYMTL 3awmty. Mpu
OTKITIOYEHHOM 3awmnTe Bce OGecnpoBodHble ycTponcTBa OyayT nogkntodaTtbca K T 6e3s
MCMONb30BaHNs WNpoBaHNs. HacTosTeNnbHO peEKOMEHAYETCS BKMOUNTD 3aLLuUTY.

WEP - Vicnonb3oBaHue 3awmntbl 802.11 WEP.

1)

3)

Twun - Bbl MmoXxeTe Bbl6paTb OOWVH M3 cneayrlinx BapmaHTOB:

ABTOMaTuyeckn - ABTOMATMYECKOe  oOnpedeneHne Tuna  ayTeHTUdUKaLmu
CoBMecTHbIN Naponb 1M OTKpbITasg cucTeMa Ha OCHOBE 3anpoCoB U XapakTepUCTUK
SecnpoBogHOro yctponcTea.

CoBMecTHbIN naponb - AyteHTudukaums 802.11 CoBMeCTHbIN Napornb.
OTtkpbiTas cuctema - AyteHtndpurkaums 802.11 OTKpbITaa cuctema.

®opmatr napona WEP - Tyt Bbl MoxeTe Bblbpatb dopmatr ASCIl wnm
LLectHapuaTepuyHbin. ®opmat ASCIl nossonsdeTt mcnonb3osaTtb NGy KOMBUHALMIO
CMMBOSIOB Ha  KnaBuatype, OFpaHWYEHHYKd  TOMbKO MO  ONIMHE  CTPOKW.
LecTHaguaTepuyHbin ¢popmaT MO3BOMSIET WCMONb30BaTb TOMbKO UMdpbl 16-pruyHOn
cuctembl (0-9, a-f, A-F).

Maponb WEP - BuibepuTe, Kakon u3 yeTbipex naponen Oyaetr MCNonb30BaTbCs, M
BBEANTE COOTBETCTBYIOLIEe 3HadyeHne napons WEP B o603HavyeHHoe Bamu none. 970
3HaYeHmne JOMKHO BbiTb MOEHTUYHBIM A58 Bcex 6ecnpoBOAHbIX YCTPOMCTB B BalLEn CEeTH.

Twvn naponsa - 3geck Bbl MOXeTe ykasaTtb gnvHy napona WEP (64 6uT nnu 128 ouTt unu
152 6uT) ansa wudpoBaHud. "OTkNOYeH" o3HavaeT, Yto naponb WEP He gencteuteneH.
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1)

2)

3)

Ona wudposaHma 64 6ut - Beegute 10 uucp B 16-pyyHOi cucteme (nobas
kombuHauma cumeonos 0-9, a-f, A-F, oTcyTCTBME CMMBONOB He AonyckaeTcsa) unn 5
cumBoroB ASCII.

Ona wugpposaHns 128 out - Beegute 26 uudp B 16-pmyHOM cucteme (nobas
KombumHauma cumeornoB 0-9, a-f, A-F, oTcyTcTBME cumBonoB He gonyckaetcd) wunm 13
cumBonoB ASCII.

Ona wwncppoBaHua 152 6ut - Beeaute 32 umdpbl B 16-puyHon cucteme (ntobas
kombuHaumsa cumsonos 0-9, a-f, A-F, oTtcyTcTBMEe cumBOMNOB He gonyckaetcsl) unv 16
cumBorioB ASCII.

& MMpumeyaHue:

Ecnu Bbl He ycTaHOBUTE Naporib, PyHKLUMS 6eCnpoBOAHONM 3alUMTbl byaeT oTkNoYeHa, Aaxe ecnm
Bbl BbiOpanu B kayectse Tuna ayteHTudunkaumm CoBMECTHbIN Naposb.

WPA-PSK/ WPA2-PSK — Bbibop 3awmtel WPA Ha ocHOBe COBMECTHOIO KIto4a.

>

1)

Bepcus - TyT Bbl MOXeTe BblGpaTh O4HY U3 CrieayoLmx BepCui:

ABTOomaTtuyeckn - AsTOMatudeckun BbliGop mexay WPA-PSK un WPA2-PSK B
3aBMCMMOCTU OT XapaKTepUCTUK N HacTpoek 6ecnpoBOAHOro yCTPONCTBa.

WPA-PSK - CoBmecTHbIn naponb WPA.
WPA2-PSK - CoBmecTHbIN naponb WPA2.

WndposaHue - Koraga Bbl Bbibnpaete WPA-PSK nnu WPA2-PSK B kayectBe Tuna
ayTeHTUdMKaumm, Bbl MoxeTe Bblibpatb ABToMatuyecku, TKIP wnun AES B none
LWncpoBaHue.

Maponb PSK - BBeante naponb B gaHHOe none.

UHTepBan OGHOBNEHMA COBMECTHOIrO Naposnsl - YKaxuTe WHTepBan OOHOBEHUs
naponsi B cekyHgax. Bbel moxete BBectu yucno ot 0 go 30. Ecnu Bbl BBegete 0, TO
AaHHasa byHKUMS Mcnonb3oBaTbes He ByaeT.

Y6eantecb, 4TO Bbl HaXxanu KHOMKY COXpaHMTb Ona CoXxpaHeHua HacTpoekK Ha aTon CTpaHuue.

& lMpumeyaHue:

lMocne coxpaHeHus Bbl YyBWAWTE HaNOMWUHaHWE O TOM, YTO HeobXxoAMMO mnepesarpysuTb
YCTPOWNCTBO.
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6)

>

>

Moctc Tl

Pexum padoThi: MocT ¢ TN,

@  OTKNKYWTE 3aWMNTY

O WEP
Tun: ApTomaTtiyeckan M
opuat napona WEP: LlectHaguatepudHeil - %
BeI0OpaHHLIR napons Mapone WEP Tun naponsa
Mapone 1 OTenroyeH v
Mapone 2 QTenroueH v
Mapone 3 QTenroueH v

Mapone 4 QTenroueH v

O WPA-PSKIWPA2-PSK
Bepcua: ABTOMETHYECKAR A
Winchposaxme: ABTOMETHYECKAR A
NMapone PSK:
(Bl moxeTe BeecTn ASCIl CHMECNE E QMaNa3cHe mexdy 8 63 unu WwecTHaguaTepiyHel e CHMECNE B ANaNa3cHe mexay 8 unn 64.)

NHTEpBan 0DHOBNEHWA COBMECTHOrO Naponsa: 0 (B CEKyHOAX, MUHUMaNEHOE 3Havesne 30, 0 o3HavaeT 0e3 0OHOENEHNA)

COXpaHUTE

Puc. 4-19 BesonacHocTb 6ecnpoBoaHoro coeanHeHmsi — Moct ¢ T[]

PeXxxum paboTbl — TYyT NOKa3biBAETCS TEKYLUMIN peXnM paboTbl.

OTKNIOYUTL 3alUTY — caenanTe OTMETKY B 3TOM Mose, YTobbl OTKMIOYNTL 3awmTy. [Mpu
OTKIMIOYEHHONM 3awmuTe Bce OecnpoBoAHble YCTpOWCTBa OyayT nogkntodatbes Kk T 6es
NCMoNb30BaHNs WKgpoBaHns. HacTosTenbHO peKkOMEHAYETCS BKIOUNTDL 3aLLUTY.

WEP - Vicnonb3oBaHue 3awmntbl 802.11 WEP.

1)

2)
3)

1)

Twun - Bbl MmoXxeTe Bbl6paTb OOWH M3 cneayrunx BapmaHToB:

ABTOMaTMyeckn - ABTOMaTMYeckoe oOfnpedeneHne Tuna  ayTeHTUdUKaLuu
CoBmecTHbIN naponb v OTKpbITas cucTemMa Ha OCHOBE 3aMpOCOB U XapakTepUCTUK
©ecnpoBOHOro YCTPOMCTBA.

CoBMecTHbIN naponb - AyTeHTudukaums 802.11 CoBMecTHbIN Napornb.
OTKpbITas cuctema - AyteHTudpmkaums 802.11 OTKpbITas cuctema.

®opmatr napona WEP - Tyt Bbl MoxeTe Bblbpats ¢opmatr ASCIl wnu
lWecTtHaguaTtepnyuHbin. Popmat ASCII nossonseT ncnonb3oBaTtb NOOYI0 KOMOMHALMIO
CMMBOJIOB Ha  KfnaBuatype, OFpaHMYEHHYD  TONMbKO MO  OJIMHE  CTPOKW.
WecTtHaguaTepnyHbii doopmaT MNO3BOMNSIET UCMONb30BaTh TOMbKO uUMdpbl 16-pruyHON
cuctembl (0-9, a-f, A-F).

Maponb WEP - BuibepuTe, kakon n3 yeTbipex naponen 6yaetr Mcnonb3oBaTbCs, U
BBEOUTE cOoOTBeTCTBYytoLLee 3HavyeHne naponsa WEP B o6o3HayeHHOe Bamu none. 310
3Ha4YeHmne JOIMKHO BblTb MOEHTUYHBIM 4515 Bcex 6ecnpoBOAHbIX YCTPOMCTB B BalLen CeTu.

Tun napons - 3geck Bbl MOXeETe yka3aTb AnvHy naponsa WEP (64 61T unu 128 6uT unu
152 6mT) anga wudpposaxusa. "OTko4eH" o3HavaeT, 4Yto naponb WEP He genctBuTeneH.

Ona wwudgpposaHma 64 o6ut - Beegute 10 uucp B 16-puyHOi cucteme (nobas
kombuHauma cumsonos 0-9, a-f, A-F, oTcyTcTBME CMMBOSIOB He ponyckaetcsa) unm 5
cumsonos ASCII.
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2) [Ons wwudgpoBaHma 128 6uT - Beegute 26 uncdp B 16-pudHOM cucteme (ntobas
kombuHaumsa cumsonos 0-9, a-f, A-F, otcyTcTBMe cumBonoB He gonyckaetcsl) unu 13
cumBornos ASCII.

3) [Ons wudposaHns 152 6ut - Beegute 32 uudppbl B 16-puyHOi cucteme (nobas
KombuHauma cumeornioB 0-9, a-f, A-F, oTcyTcTBME cumBONOB He gonyckaetcd) wunu 16
cumBonoB ASCII.

&= lpumeyaHue:

1) Ecnwn Bbl He ycTaHOBUTE Naponb, YHKUMA 6ecnpoBOAHOM 3almnTbl OyaoeT OTKMYeHa, gaxe
ecnu Bbl Bblbpanu B kayectBe Tuna ayteHTudukaumm CoBMeCTHbIV Naporib.

2) Tlocne coxpaHeHWst Bbl yBUAUTE HaNOMWHaHWE O TOM, YTO HeOobXoAMMO nepesarpysuTb
YCTPOWCTBO.

4.5.3 ®dunbtpauua MAC agpecosB

Boibepnte BecnpoBogHasa ceTb > ®dunbTpauusa MAC appecoB, rae Bbl CMOXETE HAcTPOUTb
npaswua KOHTponsa goctyna 6ecnpoBodHbIX YCTPOWCTB B 3aBucumoctn ot nx MAC agpeca (cm.
Puc. 4-20). JaHHaa dyHKUMs HedocTynHa B pexume KnuneHta. HacTponka gnsi ocTtanbHbIX
PEXMMOB CX0Xa, NO3TOMY B Ka4eCcTBe NpMMepa pacCMOTPMM pexnm Toukn gocTyna.

Pewwm padoTtsl: Tovka goctyna

DuneTpauna MAC agpecoe: OTENHYMTE

Mpaewnna comnbTpaunmn
(%) PazpelnTe QOCTYN YETPOACTEAM, HE YK33aHHEIM B NPAEWNAX.

() 3anpeTiTs QOCTYN YCTPONCTEAM, HE YKa3aHHLIM B NPABNNAX.

In} MAC agpec COCTORHKE OnucaHne HameHnTb

NobaBuTe

Puc. 4-20 OkHo dpyHkummn dunstpauun MAC agpecos

OyHkumsa  dunbtpaumm MAC agpecoB no3BofisieT Bam  KOHTponupoBaTb 6ecnpoBoaHble
YCTPOWCTBA, MNOAKIIOYaloLMeCs K TOUKe A0CTyna, B 3aBucnmocTn ot ux MAC agpeca.

> Pexum paboTbl — TyT NOKa3bIBAETCS TEKYLLMI PeXnM paboThl.

> ®unbTpauma MAC agpecoB — Haxmute KHONKYy BknoouuTb, 4TOObI aKTMBMpPOBATb
dyHkumto Punstpauun MAC agpecos. 10 ymonyaHuto OHa OTKIYEHa.

UTtobbl AobaBuTb 3anucb unbTpauuun, Haxmute [obaBuTb.... [locne 3TOro nNosBUTCA OKHO
«Jo6aButb unu nameHuTs 3annce Punbtpaumn MAC agpecos» (cMm. Puc. 4-21).
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MAC agpec;
OnucaHwne:

CocToAHne: Brnrwouen b

| Coxpanute | [ Hasaa |

Puc. 4-21 [Jo6aBntb nnm nameHnTb 3anncb dunsrpaumm MAC agpecos

MAC appec - MAC agpec ycTpoincTsa, A5si KOTOPOro Bbl XOTUTE HAaCTPOUTb AOCTYM.
Onucanue - Kpatkoe onucaHne 6ecnpoBO4HOIO yCTPOMCTBA.

CocTtosiHMe - CocTosiHME [aHHOW 3anucK, AOCTYMHbl ABa BapuaHTa BknounTb unu
OTKNIOUYNTD.

Y100bI HaCcTpouUTb 3anuchb, BbINOJIHUTE crnepyroLline AeNcTBUA:

CHavana HeobxoamMMo pelwnTb, ByaeT Nn paspeLleH 4oCTyn YyCTPOUCTBaM, KOTOPbIE HEe yKa3aHbl B
npasunax. Ecnu ga, Torga Beibepute onuuio PaspelunTb 4OCTYyN yCTPOUCTBAM, He yKa3aHHbIM
B aKTUBHbIX 3anMUCAX, HE yKasaHHbIM B MpaBuiiax, ecrnv HeT, Bbibepute OTKNOHUTL AOCTYN
YCTPOWCTBaM, He yKa3aHHbIM B aKTUBHbIX 3anuCsX.

Y106blI fOGaBUTL 3anucb PunbTpauum, HaxxMmuTe [lo6aBUTb... U BbINOMIHUTE criegylowme
AeNCcTBUA:

1.

4.

Beegute MAC apgpec B none MAC appec. Popmatr BBoga MAC agpeca
XX-XX-XX-XX-XX-XX (roe X - 310 umdpa B 16-puyHOn cucteme). Hanpumep,
00-0A-EB-B0-00-0B.

Beeaute kpaTkoe onucaHwe GecnpoBogHOro yctponctea B none Onwucanue. Hanpumep,
BbecnpoBogHas ctaHuus A.

CocTtosiHue - Bbibepute Bknountb vnv OTKNOYUTL 3Ty 3anuCb M3 pasBepHYTOro crucka
CocTtosiHue.

Haxmunte COXpaHMTb, YTOObI COXpPaHUTb AaHHYIO 3anncb.

YT106bI N06aBUTL ApYrue 3anucu, NoBTopuTe aAencTems 1~4.

YT106bI U3MEHUTb UNKN yAannTb CyLWeCcTBYHOLLYHO 3anUChb:

1.
2.
3.

HaxmnTte U3mMeHUTb, YTOObI M3MEHUTL 3anuchb Unv YAanuTb, 4To6bl yaanuTb 3anmcb.
BHecute Heobxoanmble U3MEHEHUS.

HaxmnTte CoxpaHuThb.

Bbl MmoxeTe BbIbpaTh BKknounTb Bce, 4TOObI aKTMBMPOBATL BCE 3amnuncu.

Haxmute OTKNIOYMTL BCe, YTOOLI OTKNIOYMUTL BCE 3anncu.

HaxmuTe Yaanutb Bce, YTOObI yaoanntb BCe 3arnncu.

Haxmute Oanee, 4tobbl nepentn k cnegytowen ctpanuue. Haxmute Hasag, 4tobbl BepHYTHCSA
Ha NpeabiayLylo CTpaHuLy.
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Hanpumep: Bbl xoTuTe, 4tobbl 6ecnpoBogHas ctaHums A ¢ MAC agpecom 00-OA-EB-00- 07-BE
nonyyuna goctyn kK T[], B TO BpeMsi, kak 4OCTyn ApyruM yCTponcTeam Obin Obl 3anpelleH. B atom
cnyyae BaM HeobxoaMmo HacTpouTb cyHKuuo dunbtpaumm MAC agpecoB creaylowmnm
obpasom:

1. HaxmuTte BKnrounTb, YTOOLI aKTMBMPOBATL AaHHY PYHKLMIO.

2. Cpenawnte oTMeTKy B nosie: OTKNOHUTb AOCTYN YCTPOMCTBAM, He YKa3daHHbIM B aKTUBHbIX
3anucax B rpadpe MNpasuna ¢unbTpaumn.

3. Ypanute unv oTKno4uTe Opyrue 3anuncu, ecrnv TakoBble Obinin.

4. Haxmute OobaBuTb... n BBeante MAC agpec 00-OA-EB-00-07-BE B none MAC Apgpec,
BBeauTe 3HaveHue becnpoBogHasa ctaHuma A (Wireless Station A) B none OnucaHue , a
3aTeM ykaxuTe Bknountb B none CocrosiHme. Haxmute kHonky CoxpaHUTb.

HacTpoeHHoe npaBuno gunbTpauun OOMKHO BbIrMAOeTb B CMIUCKE crieayoLlwmM obpasom:

ID  MAC agpec Pexium OnucaHue HameHnTs

1 00-0A-EB-00-07-BE Brnro4eH Wireless Station A H3meHUTb ¥aanursL

& MMpumeyaHue:

Ecnn Bbl aktuBmpoBanu yHkuMo un Bbibpann OTKMOHUTL A[AOCTYyNn YCTPOMCTBaM, He
yKa3aHHbIM B aKTUBHbIX 3anucsax B none MpaBuna dunbTpaumm, HO B CNINUCKE OTCYTCTBYIOT
Kakue-nmbo 3anucu, To HM ogHO GecnpoBOAHOE YCTPOMCTBO HE NMOMYYUT JOCTYN K TOUKE AOCTyna.

4.5.4 PacwupeHHble HaCTPOMUKM

Bbibepute BecnpoBogHasa ceTb > PacluupeHHble HACTPOMKMW, rae Bbl CMOXeTe 3agaTb
OOMOMHNTESNbHbIE HACTPOMKM YCTPOWCTBA B OKHE, MokasaHHOM Ha Puc. 4-22. Bce HacTpouku
npakTU4eckn coBnagatoT Afis Kaxaoro U3 pexxumMmoB, No3TOMY B Ka4yecTBe npumMepa Mbl NpMBOANM
pexum Touvkm goctyna.

Pesum padoTel: To4ka gocTyna
MowHOCTE Nepega4i: Bricokan b
HHTEpBaN CHrHANBHOTO NAKETA: 100 (20-1000)
Mopor 3anpoca rotoBHoCTH (RTS Threshold): 2346
Mopor gypariMeHTaLuu: 2346
Wurepean DTIM: 1

AKTUEMPOEATE WM
AKTMEMPOEATE Short Gl (KOPOTKWA 3aWWTHEIR MHTEREAN)

[] Aktienpoeate AP Isolation (W3onAUMA ToUKKW goCTyNa)

COXpaHuTb

Puc. 4-22 PacwmpeHHble HacTponkn 6ecnpoBogHON ceTu
Pexum paboTbl — TYT NoKasbiBaeTCA TEKYLLNA peXUM paboThl.

MowHocTb nepepayn — 30ecb Bbl MOXETE YCTAaHOBWUTb MOLLHOCTb Mepefayvnm TOYKu
aoctyna. B 3aBucuMMocTM OT Bawwmx noTpebHOCTeN, Bbl MOXeTe BbiOpaTb Bbicokas,
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CpeaHsasa 1 Huskas ypoBeHb MOLLHOCTU. 10 ymMOnyaHuio yctaHoBneH Bbicokas ypoBeHb,
pPEKOMEHOYETCSA OCTaBUTb 3TY HAaCTPONKY.

MHTepBan curHanbHoro naketa — CurHanbHbIMY NakeTammn Ha3bIBalOTCA NakeTbl, KOTOpble
T HanpaBnsieT ons cuHxpoHusauum 6ecnpoBogHon ceTu. MiHTepBan curHanbHOro naketa
onpenenseT BpeMeHHOW UHTepBan OTNpaBKu CUrHanNbHbIX NakeToB. Bbl MoXeTe BbICTaBUTb
3HayeHus B uHTepsane 20-1000 munnucekyHa. Hactponka no ymonyanuto 100.

Mopor 3anpoca rotoBHocTU (RTS Threshold) — 3geck Bbl MOXeTe ycTaHOBUTL nopor RTS
(3anpoc rotoBHocTh). Ecnn nakeT Gonblue pa3mepa, YCTaHOBMEHHOro noporom RTS |, To
Toyka poctyna Oygetr HanpaenaTe @perimbl RTS Ha onpegenéHHoe npuHuMarollee
YCTPOWNCTBO W1 COrNacoBbIBaTh OTNpaBKy OMOKOB AaHHbIX. 3Ha4YeHne No ymonyaHuio 2346.

Mopor ¢parmeHTaumm — [laHHasa BenuymMHa npeacrasnseT cobor MakcMarnbHbIi pa3mep,
nocne KOToporo nakeTbl 6yayT noaeepratbCcs pparmMeHTaumu. YCTaHOBMEHWe CIMULLKOM
HW3KOro nopora gparMeHTaunm MoXeT MPUBECTU K CHUXEHMUIO NPOU3BOAUTENBbHOCTU CeTH
n3-3a U3OLITOYHOTO KONMMYeCcTBa MakeToB. PekomeHOyeTCcs OCTaBUTb 3HaveHWe Mo
ymornyaHuio 2346.

WUHtepBan DTIM - [daHHasa BenuuvMHa onpefensiet uvHTepBan oTnpaBku CoollieHuns o
poctaske Tpadumka (DTIM). Bel MOxeTe yCcTaHOBUTbL 3Ha4yeHue B AnanasoHe mexay 1-255
WHTEpBanamyn curHaneHoro naketa. 1o ymMomnyaHuiO ycCTaHOBNEHO 3HayeHue 1, aTo
0o3Ha4aerT, 4To uHtepean DTIM paBeH VIHTepBany oTnpaBkun CUrHanbHOro nakera.

Bkntounte WMM — dyHkuma WMM obecneunBaeT nepBoovepeHyto OTnpaBKy COObLLEHMIA
C BbICOKMM NpUopUTETOM. HacTosiTeNbHO pekoMeHAyeTCs BKMOUYNTb AaHHY0 OYHKUMIO.

AktuBupoBatb Short Gl — PekomeHayeTcsa BKMOYMTL AaHHYO DYHKLUIO, MOCKOMbKY OHa
No3BONSIET YBENMWYUTL MPOMYCKHYD CMOCOOHOCTb 3a CYET CHMXKEHUS ANUTENbHOCTU
3aLlMTHOro MHTepsana.

AktuBupoBatb AP Isolation — ®yHKkLMA n3onupyeT BCce NOAKMYEHHblIe 6ecnpoBOaHbIE
YCTPOWCTBA Tak, YTO OHW CMOryT B3aMMOAENCTBOBaTb APYr C APYroM TOMbKO NOCpeacTBOM
GecnpoBogHon cetu. [aHHas gyHKuus OyaeT OTKIYEHa, eCriv Bbl aKTUBUPYETE PEXUM
WDS/MocT.

4.5.5 KoHTponb NponycKHOW CNOCOGHOCTH

Boibepute BecnpoBogHasa ceTb > KOHTpOnb NponyckHOM CNOCOOHOCTU, roe Bbl CMOXeTe
NPOCMOTPETb MHAhOpMaLMIo No 6ecnpoBOAHOMY coeanHeHuto (cM. Puc. 4-23).
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KoHTponb nponyckHoi cnocoBbHoCcTH

Cxo iy — Bpemsa pabomsr 80 ¢
70
&
36
40
2
35
28
21
14
7
0
Tesymnii Maxe. M. Cpeeee
JHAY9eHHe
EPEREE  £1.8027Kbps 64 4179K bps 39.2530Kbps 43 4311Kbps
3.1757Kbps 16.6289Kbps 3.1757Kbps 47536Kbps
bp: bp: bp: bp:

[3anyc3: ][ OCTaHOBHTE ]

Puc. 4-23 KoHTponb NnponyCckHOM CNOCOBHOCTM
CkopocTb — B 3TOM none nokasaHa npornyckHas crocobHOCTb.
Bpems paboTbl — TyT yka3biBaeTCs, kak 4aBHO MCMNONb3yeTcsa AaHHAA OYHKLMS.

Mepepaya — CKOpOCTb OTNPaBKM AaHHbIX.

vV V VY VYV

MonyyeHune — CKOPOCTb NOSTYYEHUSA OAHHbIX.
HaxmuTe kHonky 3anyck, YToObl 3anyCTuTb (PYHKLMIO KOHTPOSIS NPOMYCKHOW COCOBGHOCTM.
HaxxmunTe kKHonNKy OCTaHOBUTb, YTOObLI OTKIMIOUNTE OYHKLMIO KOHTPOS.

4.5.6 Crtatncrtuka no 6ecnpoBogHOMY COeANHEHUNIO

Bbibepute BecnpoBogHas ceTb > CTtatuctuka no 6ecnpoBOAHOMY COeAWHEHUIO, rae Bbl
CMOXeTe NPOCMOTpETb MHopMaumto no 6ecnpoBogHOMY coeanHeHnto Puc. 4-24.

CraTuctika no 6ecnpoBoAHOMY COEAMHEHWNID

Pexum paboThl: To4ka gocTyna

KonuyecTeo NogKN4YeHHEIX GeCNpPOBOAHLIX YCTPOHCTE: 1

D MAC agpec Tekywui pexum Mony4eHHsle nakeTsl OTnpaeneHHbIe NakeTbl

1 00-25-86-BBF3-TB STA-ASSOC 3780 a7

Puc. 4-24 Ctatuctuka no 6ecnpoBogHbIM YyCTpONCTBaMm
Pexum paboTbl — TyT NOKa3bIBAETCA TEKYLLMIN PEXUM paboThl

MAC appec — MAC agpec nogknto4eHHOro ycTpomncTea
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» Tekyuee pexum — paboyee COCTOsIHUE MOOKITIIOYEHHOrO YCTPONCTBA, BO3MOXHbBI BApUaAHThI
STA-AUTH / STA-ASSOC / STA-JOINED / WPA / WPA-PSK / WPA2 /| WPA2-PSK / AP-UP /
AP-DOWN / OTkntoveH

> TMony4eHHble NakeTbl — NaKkeThbl, NOMy4YeHHbIe YCTPOWCTBOM
> OTnpaBneHHble NakeTbl — NakeTbl, OTNPaBIEHHbIE YCTPOUCTBOM

Bbl He MoOXeTe M3MEeHUTb napameTpbl Ha [aHHOW cTpaHuue. YTobbl 0GHOBWUTH CTpaHWLy W
NPOCMOTPETL Hambornee akTyasibHy MHOPMAaLMIO MO NOAKMOYEHHLIM YCTPOMCTBAM, HaXMUTE
OGHOBUTL.

Ecnu konnyecTBo NOAKMIOYEHHbIX YCTPOMCTB 3aHMMaeT Goree 0aHON CTpaHuLbl, HaxxmuTe fanee
ANs NpocMoTpa creaytoLer cTpanvubl 1 Haszag ans npocmoTpa npeablayLen CTpaHuLbl.
& MMpumeyaHue:

[JaHHas CTpaHunua aBTOMaTU4eCKN obHoBnsieTCs Kaxable 5 CeKyHA.

4.6 DHCP

DHCP - npoTokon AauvHamudeckon KoHgurypaumm ysna. DHCP cepBep aBTomatuyecku
HasHavaeT IP-agpeca komnbioTepam ceTu. [JaHHbIA NPOTOKON ynpowaeT ynpasfeHne CeTbio u
no3BonsdeT HOBbIM ycTponcTBaMm nonyyuutb |P-agpec aBTomatudecku 6e3 Heob6xoauMMOCTU ero
PYYHOWN HACTPONKN.

B meHo HacTpoek DHCP Bbl HangeTe Tpy OCHOBHbIX NyHKTa (cMm. Puc. 4-25): Hactpownku DHCP,
Cnucok knueHtoB DHCP 1 Pe3epBauusa agpecoB. Buibepute ognH N3 HUX, 4TOObl HACTPOUTb
COOTBETCTBYHLLYIO0 (PyHKUMI0. [laTenbHOE onncaHne Kaxaoro NoAMEH0 NPUBOLATCS HUXKE.

DHCP

- HacTpo#en DHCP

- Cnncor, knwewtoe DHCP

- PesepBaumnA agpecos
Puc. 4-25 MeHo DHCP
4.6.1 DHCP

Boibepute DHCP > Hactponku DHCP, roe Bbl cmoxeTte HacTpouTb cyHkunio DHCP cepsepa,
NpPeaoCTaBNsOLWLYI0 KOMMbIOTEPAM Ballen fokanbHOW ceTu Heobxoammble HacTporku TCP/IP.
dyHkumo DHCP cepBepa MOXHO HacTpouTb Ha cnegytowen crpaduue (cm. Puc. 4-26):
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DHCP-cepeepa: (&) OTkniouuTE () BrNouuTe
HavanbHbIi IP agpec: 192 168.1.100
KoHeyHb IP aapec: 192.168.1.199
Cpok OedcTEMA agpeca: 120 FAWHYT (1~2880 MWUHYT, 2HaYeHWE NC yMonuaHuio 120)
LINKE No YMONYaHK: 0000 (Mo *enaHwo)
OomMeH No YMon4aHWHD: (Mo #enaHum}
MepBrYHLIA DNS: 0000 (Mo #enaHuo)
Bropu4Hbin DNS: 0.0.00 (Mo #ENaHWD)

Puc. 4-26 Hactpownkn DHCP

DHCP cepBep — Bknountb unm OTknoYnTb cepBep. Ecnun Bbl OTKNHOUNNN 3TY (DYHKLMIO,
NMOMHWTE, YTO B BalLen ceTn obsa3aTensHO JomkeH ObiTe apyron DHCP cepsep, nHavye Bam
npugeTca HacTpaueaTthb |IP-agpeca KOMNbIOTEPOB BPYYHYHO.

HavanbHbin IP appec — B sTom none ykasaH nepsbin IP-agpec B maccuBe agpecos. o
ymonyanuto ato 192.168.1.100.

KoHeuHbin IP agpec — B atom none ykasaH nocnegHui |IP-agpec B maccuse agpecos. 1o
ymonyanuto ato 192.168.1.199.

Bpems pgenicTBus agpeca — Cpok AeNCTBMSA agpeca onpeaenseT TOT NPOMEXYTOK BPEMEHMU,
Ha NPOTSXKEHMM KOTOPOro Mnosb3oBaTenb ceTy GyaeT NOAKMYEH K YCTPOMUCTBY NO TEKyLLEeMy
agpecy. Beegute Bpemsa genctBus agpeca B MuHyTax. [JuanasoH BpeMeHu cocTaBnsdet
1~2880 muHyT. HacTtpownka no ymonyaHunio 120 MUHYT.

Wno3 no ymonuyanHuto - (Mo xenauuwo) Beeaute |IP-agpec wnt3a. Hactporka no
ymonyanuto 0.0.0.0.

DomeH no ymonyanuw — (Mo xxenaHuo) Beeante gomeHHoe ums Bawlen cetn. Hactporika
no ymonyanuio 0.0.0.0.

MepBuuHbIi DNS - (Mo xenaHuno) Beeaute IP-agpec DNS-cepBepa, npegoctaBneHHbIN
BalwmMM nposangepom. inn npokoHCynbTUpyMTECH C Bawum nposangepoM. HacTtpouka no
ymornyanuto 0.0.0.0.

BtopuuHbin DNS — (o xenaHuto) Bl moxeTe BBectn IP-agpec gpyroro DNS cepsepa,
ecnu Baw npoeanaep npegoctasnseT agsa DNS cepsepa. Hactpowika no ymonyanuio 0.0.0.0.

Haxxmnte CoxpaHUTb 45151 COXpaHEHUSI HACTPOEK.

& MMpumeyaHue:

1

Korga ycTtponctBo paboTtaeT B pexunme OuHamudecknx IP, dpyHkuma DHCP cepsepa Gyaet
OTKIOYeHa.

UTto6bl ncnonbsoBatb yHkunio DHCP cepsepa, Bam cnegyeTt HAaCTPOUTb KOMMbIOTEPBLI CETH
Ha "ABTomatumyeckoe nonyyeHue IP-agpeca”. ®yHkuma OydeT akTuBupoBaHa nocne
nepesarpyskm yCTpOMCTBa.
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4.6.2 Cnucok knueHtoB DHCP

Boibepute DHCP > Cnucok knueHtoB DHCP, 4TOGbl OTKpbITH CTpaHuWLy, Ha KOTOPOW
oTobpaxeHbl Mmsa knueHta, MAC apgpec, HasHauyeHHbin IP 1 Cpok geicTBust Onst Kaooro
nogkntoyeHHoro knueHta DHCP (cm. Puc. 4-27).

Cnucok knueHtos DHCP

ID HmMA KnWexTa MAC agpec HazHaveHHbId IP CpoK OedCTEHA

1 english-PC 00-25-86-B8-F3-7B 192.168.1.107 01:59:41

OOHOBHUTE

Puc. 4-27 Cnucok knueHtoB DHCP
ID — TyT yka3aH nopsakoBbin Homep knneHta DHCP.
Umsa knueHnTa — Nmsa knneHta DHCP.
MAC agpec — MAC agpec knnenta DHCP.

HasHa4veHHbIN IP — IP-agpec, KoTopbI yCTPOUCTBO HasdHaumno DHCP knueHTy.

YV V V V V

Cpok pgencrteus — Bpems gencteus ans knueHta DHCP.

Bbl He MoXxeTe WU3MEHSTb napameTpbl Ha OaHHoMn CTpaHuue. YUTto6bl 0OHOBUTH CTpaHunuy u”
yBnaeTb CrNCOK NMOAKIMKOYEHHbIX yCTpOVICTB, HaXXMUTE KHOMKY OGHOBUTL.

4.6.3 Pe3sepBauus agpecoB

Bbibepute DHCP > PesepBauusa agpecoB, rae Bbl CMOXETe 3ape3epBUpoBaTh onpedeneHHbli
IP-agpec ans koMmnbioTepa B ceTM Takmm obpasom, 4to 3aToT MK Tenepb Bce Bpemsi npu
nogknwoyeHmn k T Oymetr nonyyaTb OAWMH M TOT XXe 3ape3epBupoBaHHbIN IP-agpec.
3apesepBupoBaHHble IP-agpeca Takke HasHa4yalTCsi cepBepam, AN KOTOPbIX HeobXoauMbl
NOCTOsIHHbIE HacTpouku IP. Ha Puc. 4-28 nokaszaHo OKHO HacTpOMKU PyHKUMKN pe3epBaLmu.

D MAC agpec JapezepeupoeaHHbli IP agpec CocToAHue Hamenutb

1 00-DA-EB-00-07-BE 192.168.1.101 Brnko4eH HameHnTs Delete

2 00-19-66-80-54-36 192.168.1.100 Brnwoven Wamenuts Delete
[ Oodaeuts . | [ Brmwantebce | [ OThmwounme Bce | [ ¥panuTe Bee

Puc. 4-28 PesepBauus agpecos

» MAC apgpec — MAC agpec komnbioTepa, Ofs KOTOPOro Bbl XOTUTE 3ape3epBUpOBaTb
IP-agpec.

3ape3epBupoBaHHbIn IP agpec — IP-agpec, 3ape3epBMpOBaHHbIA YCTPONCTBOM.

CocTtosiHue — TyT NnokKa3blBaeTCAd, BKIO4YeHa nn gaHHada (byHKLI,I/IFI nnn Her.
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>  WU3meHnTb — [1na nuameHeHusa unu yaganeHns TekyLen sanmcu.

YTobbI 3ape3epBupoBaTh IP-agpec, BbINoNHUTe criegylowme geAcTBUs:

1. Haxmute [o6aBuUTb..., 4TOObl 406aBUTL HOBYIO 3anncb Pe3epBaummn Agpecos.

2. Beegute MAC agpec (Popmat BeBoga MAC agpeca XX-XX-XX-XX-XX-XX) u IP-agpec
KOMMbloTEpa B BUAE AECATUYHOIO agpeca C pasfaenMTeNnbHbIMU TOYKaMMU.

3. Haxmute kHonky CoxpaHUTb.
Y100bI NI3MEHNTL 3ape3epBUpOBaHHbIN IP-agpec, BbINnonHUTe crneayroume AencTBus:

1. Bbibepute 3apesepBupoBaHHbIM agpec U Haxmute U3MeHuTb. ECninv Bbl XO0TUTE yganutb
3anncb, HaXXMUTE YaanuTb.

2.  Haxmute kHonky CoxpaHUTb.
Y10o0ObI yaanuTtb Bce 3ape3epBUpOBaHHbIE agpeca:

1. Haxmute YpganuTtb Bce.

HaxmuTte kHonky [anee, 4ytoObl nMeperTn K cnegywowen crtpaHuue. Haxmute Hasap, ytobbl
BEPHYTLCS Ha NpeablayLLyto CTpaHuLy.

& lMpumeyaHue:

Bce nameHeHus He BOVI,D,yT B AENCTBME OO Tex nop, noka yCTpOVICTBO HE 6yﬂ,eT nepesarpyxeHo.

4.7 CuncTteMHble NHCTPYMEHTbI

CucTeMHble WMHCTPYMEHTbI MO3BOMSKT ONTUMU3MPOBATb HACTPOMKM Ballero YCTPOMWCTBA.
®dyHkuna SNMP noMmoxeT BaM OCyLLeCTBNATb ynpaBneHue Toukon aoctyna ¢ MmectHoro MK unu
yOaneHHo C MNOMOLUbI0 cneumanbHOW YTUnuTbl. WHCTpyMeHTbl auarHocTuku ([MuHroBaHue u
TpaccupoBka) NO3BOMSOT BbINOMHUTL NPOBEPKY COeAMHEHUS YCTPOWCTB Ballen ceTu. Bbl Takke
MoxeTe OOHOBWTL MPOLUMBKY TOYKM AOCTYMa, a TakkKe COXpaHUTb W 3arpysuTb M3 davna
HacTponkun yctponcTtea. ®yHkumna Ping Watch Dog nomoxeT Bam MOCTOSIHHO KOHTPONMPOBaTb
KOHKpeTHOe coefMHeHne C yaaneHHbIM y3rioM. PekoMeHayeTcs U3SMEHUTb Naporib N0 YMOMYaHUio
C Lienbto NoBbILLeHns 6e30nacHOCTM JOCTyna K YCTPONCTBY Yepes3 web-uHtepderic. NMomumo Bcex
BbllLieyKa3aHHbIX (OYHKUWA Bbl TakkKe MOXeTe NPOCMOTPeTb CAMCOK cobbiTuii B CUCTEMHOM
XypHare.

B meHi0o CucTeMHble MHCTPYMEHTbI AOCTYMHbI AEeBATb crnegylowmx pasgenos (cm. Puc. 4-29):
SNMP, OuarHocTuka, Ping Watch Dog, O6HoBRneHune npowmnBku, HacTponkn no ymonyaHuio,
Pe3epBHOe kKonupoBaHuMe U BoccTaHoBneHue, [lepeaarpyaka, lMaponb, 1 CucremMHbIn
XypHan. Beibepute ogHO 13 HWMX, YTOObI OTKPbLITb OKHO AeTanbHOW HacTponkn. OObACHEHUS K
KaXXadoMy 13 pa3genoB NpuBeaeHbl HUXKE.
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- Ping Watch Dog

- DDHOBNEHWE NPOINEKA

- HACTPOMKN MO YMOIMYaHHH

- PezepBHoe KONWMPOBAHWE M BOCCTAHOBIEHHNE

- Mepe3arpy3xa
- MNaponk

- CHCTEMHLIA ¥ypHan

Puc. 4-29 MeHto CUCTEMHBIX (OYHKLIMIA

4.71 SNMP

Bbibepute CuctemMHble MHCTPyMeHTbl > SNMP, 4TOOblI akTMBMpPOBATb AaHHYK (YHKLUMIO,
KOTOopas No3BONUT nepefaBaTb HEOOXOOAMMYHO CTATUCTUYECKYIO M PEXMMHYI0 MHOpPMaLMio OT
SNMP areHTa Kk CeTeBOMYy YCTPOWCTBY ynpaBneHus. pocTon NpOTOKOM YnpaBneHus ceTammu
(SNMP) - aT0 pacnpocCTpaHeHHbI CeTeBOW MNPOTOKOM YMpaBfeHUs U KOHTPONSA, KOTOPbIv
ncnonb3yeTcs Anga cbopa ceTeBbix NapaMeTPoB (BKNOYAKOLWMX U camM NPOTOKOM), HEOBXOANMBIX
Ana ynpaeneHust ceTbto. Onga aktmBaumMm gaHHon ¢yHKuMM HaxmuTe Bknoumtb (Enable) un
3anonHuTe crnegylowmne napameTpbl, NokasaHHble Ha Puc. 4-30.

SHIMP areHT: () BkniounTe (&) OTKMKUMTE
SysContact: | |
SysHame: | |
SysLocation: | |
Cpynna nonyYeHns: | public |
MCTOYHMK MONYYEHHA; |U.U.U.U |
pynna ynpasneHus: | private |
WCTOYHWE yNpaBneHun: |U.U.U.U |

Puc. 4-30 Hactpovikn SNMP

> SNMP areHT — Bbibepute BknounTb, 4YTOObI akTMBMPOBATb (OYHKUMIO AN YAaneHHOro
KoHTpons 4yepe3 SNMPv1/v2 areHT ¢ MIB-Il. Bbibepute OTKNHOUYUTL, YTOObI OTKIHOYUTL

dYHKUMIO.

> SysContact — TekctoBas WAEHTU(MKALMA KOHTAKTHOTO Nuua, OCYLLECTBSOLWEro
ynpasneHue y3nom.

» SysName — HasHauyeHHOe agMWHUCTPATOPOM UMSA ANs AAaHHOro yNpaenisemMoro ysna.
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>

SysLocation — dusnyeckoe mecTononoxxeHue yana.

& MMpumeyaHue:

3anonHeHve oAQHOro U3 3TMX Mofien Yepes web-mHTepdenc ynpaBneHuss NpuBeaeT K TOMy, YTO
yKasaHHbI 06beKT ByaeT AOCTyNeH TOMbKO ANst YTeHusi. Ecny TakoBasi HacTporika OTCYTCTBYET,
3anpoc B MUCbMEHHOM BWAe (coaepkalyuii Bce COOTBETCTBYHOLLME HacTPOWkM focTyna) byaeT
MPUHSAT, OIHAKO HOBbIE 3HAYEHUs1 ByayT NOTEPsiHbI MOCre NocrneayoLer nepesarpy3ku areHTa.

>

Fpynna nony4yeHus — Beegute nmsa rpynnbl NONy4YeHUs, KOTOPOW OTKPLIT AOCTYN B pexume
yteHuss K wuHdopmaumn, oTtnpasnsemon yctponcteom SNMP. Wmsa rpynnbl  MoxeT
paccMmaTpuBaTbCsl Kak COBMECTHbIM naponb. HacTpoika no ymonyaxuio [ina Bcex (public).

UcTouHuk nonyvyeHnsa - B gaHHom none ykasbiBaetcs IP-agpec (unu noaceTb) Ans cUCTeEM
ynpaBneHusi, 0T KOTOPOro OTNPaBMsAeTCs MHOPMaUMsa Ans rpynnbl NOyYeHus.

Fpynna ynpaBneHusa — Beeaute wums rpynnbl ynpaBfieHUs, KOTOPOW, MOMMMO YTEHWUS,
paspelleHo pefakTupoBaHMe WHgopmauuun, noctynuewien ot yctporctea SNMP. Uwmga
rpynnbl MOXET paccMaTpuBaTbCA Kak COBMECTHbI Mapofb. HacTporka no ymondaHuio
3akpbITbIn (private).

UcTouHUK ynpaBneHunsa — 3pecb YKa3blBaeTCA IP-a,u,pec nnn noaceTb CUCTEMbI ynpaBJieHUd,
KOTOpasa KOHTpPOJIMpyeT yCTpOIZCTBO, npuHaanexatiee K rpynne ynpasrneHnaA.

& MMpumeuaHue:

3anpeLLeHHbIM NCTOYHUKOM MOXET ObiTb 0cobbin IP-agpec (Hanpumep, 10.10.10.1), nnm noaceTs,
npegctaeneHHas kak IP/BITS (Hanpumep, 10.10.10.0/24). Ecnn ykasaH IP-agpec 0.0.0.0, areHT
OypeT oTBevaTb Ha BCe 3anpochl, NocbinaemMble U3 rpynnbl C COOTBETCTBYOLLMM Ha3BaHMEM.

HaxmuTte CoxpaHuTb, YTOObI COXPaHUTL HACTPOMNKMU.

4.7.2 WHCTpYMEHTbl AUarHOCTUKM

Bbibepute CucTeMHble dyHKUMM > [lnarHocTuka, 4TOObLI MpOBEpUTL Bawy CceTb U ee
KOMMOHEHTbI Ha CTpaHuue gnarHocTuku (cMm. Puc. 4-31).
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>

[MapwpyTHaaTop roToe K padoTe.

MapameTpbl ANArHOCTUKKN

WHCTPYMEHT OWArHOCTHEM: & Ping (O Tpaccupoeka
IP agpec:
CYeT4uK Ping: 4 (1-50)
Paamep naketa Ping: G4 (4-1472 BaiToe)
Bpewma oxuaaHna Ping: 200 {100-2000 MUNNNCEKYHD)
Makc. Tpaccupoeka TTL: (1-30)

PesynbTaTbl QHArHOCTUKN

__________________________________________________________________________________

Puc. 4-31 QnarHocTtuka

MHCTPYMeHT AnarHocTtuku — Coenavite OTMETKY Y Bbl6paHHOFO MHCTPYMEHTa ONarHOCTUKWU:

Ping - OTOT UHCTPYMEHT ycTpaHsieT npobrnemsbl C NOAKMYEeHMEM, OOCTUXKUMOCTBIO U
paspelleHneM UMEHM AN KOHKPETHOro ysna Wnuv LWro3a, OTnpasrss 3X0-3anpochl
yepes npotokon ICMP n aHanuanpys nonyyeHHble OTBEThLl. Bbl MOXeTe ucnonb3oBaTtb
3TOT MHCTPYMEHT And npoBepku IP-agpeca n gomeHHoro umeHu. Ecnn pesynbtat no
IP-agpecy nonoxntenbHbIN, a N0 JOMEHHOMY MMEHU OTpULaTerbHbIA, TO BO3SMOXHO 3TO
npobnema c paspelueHmem umeHu. B aTom cnydae cnegyet ybeauTbCsl, YTO yKasaHHOe
AOMeHHOEe UMS MOoXeT ObITb pa3peLueHo Yepes cuctemy DNS-3anpocos.

TpaccupoBKa - OTOT MHCTPYMEHT OTCIEXMBAET NYTb, BbIOPAHHBLIA KOHKPETHBLIM Y3510M,
nocpeacTBOM OTNpaBkM 3xo-3anpocoB Mo npoTtokony ICMP ¢ pasHbiM CpOKOM
cyliecTBoBaHus. Kaxxgomy W03y Ha JaHHOM NyTu TpebyeTcs cokpaTuTb 3HadveHne TTL
B IP-nakete He MeHee 4yem Ha 1 nepen Tem Kak OH OyaeT nepeHanpasneH ganee. B
OEencTBUTENBbHOCTU 3HaYeHne TTL nokasbiBaeT MakcMMaribHoe KONMYeCTBO COEANHEHWIA.
Korga 310 3HadeHne pocturaet 0, w03 [OOMMKEH OTNpaBuMTb Ha MapLupyTusaTop
OTBETHbIN curHan o6 ucredeHun spemeHun oxungaHua ICMP Time Exceeded. ®yHkuus
TpaccupoBku oTcnexvBaeT MyTb, OTNPaBNAa MepBblii 3XO-curHan ¢ TTL paBHbIM
eavHuLe 1 3aTeM yBenu4uMBaeT AaHHOE 3HayeHue Ha 1 4epes Kaxaylo nocnenytoLlyto
nepegadvy 0o Tex Nop, Noka Touka HasHa4yeHust 3anpoca He OTNpaBnNAeT OTBET UMK Koraa
OOCTUraeTcs MakcumarbHOE KONIMYECTBO OTCKOKOB. [10 ymMOmnyaHuio MakcumarbHoe
KONMNYeCTBO OTCKOKOB paBHO 20; 3TO 3Ha4YeHMe MOXeT ObITb yCTaHOBNEHO B none "Makc.
Tpaccuposka TTL". lNyTb onpegensetca 4epe3 aHanm3 coobuweHun ICMP Time
Exceeded, koTopble Obinv BO3BpalleHbl NPOMEXYTOYHbIMM LUMAK3AaMN U COOBLLEHNI
Echo Reply, nony4yeHHbIMM OT TOYKM Ha3HaveHus. OQHAKO HeKoTopble LN3bl He
BO3BpaLLaloT coobLleHnss 06 nctedeHun BpeMeHn oxmngadmsa Time Exceeded B cnydvae
MakeToB C MWCTEKWWUM 3HayeHunem TTL u aBndawTCA HeBMAUMbIMKA AN YHKUUK
TpaccupoBku. B atom cnyyae otobpaxkaTbca psig 3B8e3go4ek (*).
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> IP apgpec — Ykaxute IP-agpec (Hanpumep, 202.108.22.5) komnbtoTepa, NOOKHOYEHUE
KOTOPOro Bbl XOTUTE NPOBEPUTD.

» CueTumk Ping — [Noka3biBaeT KONMYECTBO OTNPaBMEHHbIX COOOLLEHNI 3X0-3anpoc. 3HayeHre
no ymon4aHuio 4.

> Pa3mep naketa Ping — Pasvep naketa gns otnpasku B 6anTax. 3HadeHne no ymMonyaHumto
64.

> Bpema oxupaHua Ping — Bpemsa oxugaHus otBeTa, MWUNNMCEKYHAbl. 3HadeHune mno
ymonyanuio 800.

» Makc. TpaccupoBka TTL — YKaxuTe MakcUMarbHOE KONMYECTBO OTCKOKOB (MakcMMarbHoe
3HadeHne TTL) Ha nyTn nomncka KOHEYHOW TOYKN. 3Ha4yeHne no ymonyvaxuio 20.

Haxmute 3anyck, 4tobbl HaYaTh NpoLeaypy AMarHOCTUKM.

Pe3yﬂbTaTbI npoBEpPKN 6y,El,yT NOoKa3aHbl B OKHE Pe3yanaTbl AnarHocTukun. Ecnm aTo okHO Takoe
Xe, KaK V|306pa>|<eHo Ha PUCYHKE HWXe, 3Ha4YnT, C NOAKIKYEHNEM K MHTepHeTy BCe B nopsagke.

PesyneTaTbl AMAarHOCTHUKH

FPinging 192.168.1.100 with 64 bytes of data: i
| Reply from 192.168.1.100: byles=64 time=1 TTL=64 seq=1 !
' Reply from 192.168.1.100: bytes=64 time=1 TTL=64 seqg=2
' Reply from 192.168.1.100: bytes=64 time=1 TTL=64 seq=3 i
:Replyfmm 192168.1.100; bytes=64 time=1 TTL=64 seq=4

' Ping statistics for 192.168.1.100
|(Packets: Sent = 4, Received = 4, Lost = 0 (0% l0ss),)
CApproximate round trip imes in milliseconds:

v Minimum =1, Maximum = 1, Average =1

Puc. 4-32 PesynbTaTbl ANarHOCTUKK

& MpumeyaHue:

1 Tonbko oOAuvH NoNb3oBaTeNlb  MOXET OAHOBpEeMEeHHO Uucnosmnb3oBatb WHCTPYMEHTbI
ONarHOCTUKN.

2 [MapameTpbl "Cuetumk Ping", "Pasmep naketa Ping" n "Bpemsa oxunganua Ping" sBnatoTcs
napameTpamu dyHKuumn Ping, a "Tracert Hops " napameTpom gyHKLMM TpaccupoBKu.

4.7.3 Ping Watch Dog

Bbibepute CuctemHblie cpyHkumm > Ping Watch Dog, roe Bbl CMOXeTe YCTaHOBUTb NOCTOSAHHbIN
KOHTPONb COeAUHEHUS C yaaneHHbiM y3roM. C ucnonb3oBaHMeM 3TOoW OYHKUUW YCTPOMCTBO
OyaeT NOCTOSAHHO NUMHroBaTh YKa3aHHbIN IP-agpec (k npumMepy, aTo MoXeT BbiTb IHTEpHeT-LWMIo3).
B cnyyae, ecnv ycTponCTBY He yaacTcsl OTNpaBnATb NakeTbl ping B yKasdaHHbIX MONb30BaTenemM
yCnoBusiX, yCTPONCTBO ByaeT aBTOMaTM4eCcKn nepesarpyxeHo.
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Ping Watch Dog

BHITHOHNTE:

IP agpec:

WHTEpBan: m (10-300)cekyHaLl
Jagepmka: m (60-300)cekyHakl
MoacHeT oTKasoe: - (1-65535)

COXpaHuTL

Puc. 4-33 Ytunura Ping Watch Dog
Bknountb — BknioveHune/BoiknioveHne dyHkummn Ping Watch Dog.

IP appec — IP-agpec HameueHHOro yana, k kotopomy dyHkumen Ping Watch Dog 6yayt
HanpaBnNATbLCA NakeThbl ping.

UHTepBan — VIHTepBan BpeMeHn Mexay OTNpaBKOM NakeToB ping.

3apepxka — 3agepkka No BpeMeHn 00 OTNpaBKM NepBOro naketa ping nocne nepesarpysku
yCTpONcTBa.

» [MNopcyeT oTKaszoB — MakcumarnbHbIM npedesn NakeToB ping, KOTopble YCTPOMCTBO MOXET
BblJaBaTb MOCTOSHHO. ECnuM 3To 3HayeHue npeBbIWEeHO, YCTPOMUCTBO aBTOMAaTUYEeCKu
nepesarpysmTcs.

Y6eantecb, 4TO Bbl Haxanum KHOMKy BbinonHutb (Submit), 4ytobbl BBECTM B OenCTBME Baluum
HaCTPOWKMN.

4.7.4 OGHOBNEeHMe NPOLINBKU

Bbibepute CuctemHble pyHKuumn > OOHOBRNEHWE NPOLUUBKMU, FOe Bbl CMOXETe YCTaHOBUTb
NOCreAHIO BEPCUIO MPOLUMBKM Ha Tovke goctyna (cm. Puc. 4-34).

@ain: | |[ ... |
BepcuA NpowmnBkKM: 31216 Build 120323 Rel 51762n
AnnapaTHan BepCcHA; WASOTN v2 00000000

Puc. 4-34 O6HoBNEHNE NPOLUNBKM

O6GHoBMNEHHOE MporpaMmmHoe obecneveHne nybnukyeTca Ha cawTte at http://www.tp-link.com, Bbl
MOXeTe 3arpy3vTb ero 6ecnnaTHo.

> Bepcml npownBKN — TyT 0To6pa>KaeTc;| TeKylaa BepCnd NnpoLLNBKNA.

> AnnapaTHaﬂ Bepcuna - TyT NnokKa3aHa annapatHaa Bepcud yCTp0I7ICTBa, OHa [OJIKHa
COOTBETCTBOBATb 3arpy>XeHHbIM obHoBEHUAM.
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& MpumeyaHue:

1. Het HeobxogmMmMocTn OGHOBNATHL MPOLUMBKY YCTPOWCTBa OO TeX Mop, Moka B Hee He OyayT
BKITHOUYEHbI HOBbIE PYHKLMMW. TEM HE MeHee, NPX BO3HUKHOBEHMMN NPOGIEM C YCTPONCTBOM Bbl.

2. [epen oGHOBNEHMEM MPOLUUBKM YCTPOMCTBA COXPAHUTE UMK 3anuULLNTE YCTAHOBIEHHbIE.
[Onsa o6HOBNEHUA NPOLMBKN TOYKMU JOCTYyNa BbINONHUTE crieagylolmne AencTBUA:

1. 3arpysuTte nocnegHiow BepCUio NpoLLMBKK ¢ Hawero canTa (http://www.tp-link.com).

2. BseguTte unu Bbibepute NyTb ANs COXpaHeHus ganna ¢ obHOBNEHUAMM B none damnn.

3. Haxmwute kHomnky O6HOBMe.

& MMpumeyaHue:

He nbiTanTecb BbIKMIOYUTL UMK MepesarpysnTb YCTPOMCTBO BO BPeMS OOHOBIEHMS MPOLUMBKMU.
Mocne 3aBepLUeHUss OBHOBNEHUSI TOYKa AOCTYyNa nepesarpysunTcs.

4.7.5 HacTtponku no ymon4yaHuro

Boibepute CuctemHble ¢yHkumm > HacTporku no ymon4yaHuw, rge Bbl CMOXeTe
BOCCTaAHOBWUTb HACTPOMKMN YCTPOMUCTBA NO yMonyaHuio (cM. Puc. 4-35).

HaxmuTe Cnegyowy KHONKY ANA BOCCTAHOENEHWA BCEX HACTPORK MO YMONYAHKWK.

[ BocctaHoeneHne

Puc. 4-35 BoccTtaHoBneHne HacCTpoeK No yMonyaHumto
HaxmuTe kHonky BocctaHoBUeHMe, YTOObl BOCCTAHOBUTL BCE HACTPOWKM MO YMOMYaHUIo.
¢  Wwmsa nonb3oBatens no ymonyaHuo - admin
e [Maponb no ymonyaHuo - admin
e IP appec no ymonyanuio - 192.168.1.254

e Macka nogceTu no ymonuyanuio - 255.255.255.0

& MpumeyaHue:

MNMocne BOCCTaHOBNEHNUSI CTaHAAPTHbIX HACTPOEK BCE TeKyLLMe HAaCTPONKM ByayT NOTEPsiHbI.

4.7.6 Pe3epBHOE KONMpOBaHMe N BOCCTAaHOBNEHMUe

Bbibepnte CuctemHble pyHKUMM > Pe3epBHOe KONMpOBaHMEe U BOCCTaHOBIIEHMe, rae Bbl
CMOXeTe COoXpaHuTb B pain Ha KOMMbIOTEpPEe TeKyllMe HaCTPOMKM YCTPOMCTBA, a Takke
BOCCTaHOBUTb MX (CM. Puc. 4-36).

Pe3epBHOE KONHPOBaHHE: [ F'ESEFIBHDE KOMWMPOBaHKE ]

®aiin: | (08sop.. | [ Bocetanoeneue
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Puc. 4-36 CoxpaHeHne nnm BOCCTaHOBIIEHNE HACTPOEK

HaxmuTe kHonky Pe3epBHOe KonupoBaHue, YTOObl COXpaHUTb BCE TEKyLLME HAacTPOWKM B BUAE
(hanria Ha KomnbloTepe.

YT100bI BOCCTAaHOBUTbL HAacTpPoMKu Bawen T, BbINONHUTE crieaylowme JencTBus:
e Haxmunte kHonKy O630p ..., 4TOObI HANTK HYXXHbIV (dain C HACTPOMKaMM.

e Haxwmnte kHONKy BocctaHoBneHue, 4TOObI BBECTM B [JEWCTBUE HACTPOMKMU,
COXpaHeHHble B (haine, agpec KOTOpOro Bbl yKkasanu.

& lMpumeyaHue:

1. Tekylwme HACTPOMKM ByayT 3aMeHeHbl HACTPOMKaMK, KOTOPbIe COXpaHeHbI B dhaine.
2. HenpaBunbHoe npoBeaeHve npoLeaypbl MOXET NPUBECTU K HEYMNPaBisieMOCTH YCTPONCTBa.

3. Tllpouecc BoccTaHoBneHWs 3aHumaeT 20 cekyHa, nocne dero T[ nepesarpysuTcs
aBToMaTnyeckn. Bo Bpemsa BOCCTAHOBMEHMWS HM B KOEM Criyvyae He oTKntovanTe nutaHue T/.

4.7.7 MMepe3arpy3ka

Mepenaute Ha cTpaHuly CuctemHble doyHKUMM > MMepe3arpy3ka, rae Bbl CMOXETE BbIMOMHUTD
nepesarpysky yctpornctea (cM. Puc. 4-37).

HasmiTe 3Ty KHOMKY ANA Nepe3arpyakn yCTpoAcTES.

[ Mepesarpyska |

Puc. 4-37 lNepesarpyska ycTponcTsa

HekoTopble HacTponku T BonayT B AeCTBME TOSMbLKO nocne nepesarpysku. K Takum HacTponkam
OTHOCATCS:

Some settings of the device will take effect only after rebooting, which include:
¢ WNameHeHune ceTeBoro IP-agpeca (nepesarpyska NpoMcxoguT aBTOMaTUYECKM).
e VI3meHeHne HacTpoek 6ecnpoBO4HON CEeTW.
e VI3ameHeHue nopta web-ynpaBneHus.
¢ OG6HOBMNEHME NPOLLUMBKM TOUKU AOCTynNa (nepesarpyska nponcxoamuT aBTOMaTU4eCcKm).
e BoccraHoBneHme HacTpoek Mo ymonyaHuio (nepesarpyska nponcxoanT aBToOMaTU4ecku).

e BoccTaHoBneHne HacTpoeK, COXpaHeHHbIX B Buae danna (nepesarpyska npoucxoauT
aBTOMaTU4eCKH).

4.7.8 Maponb

Mepenante Ha cTpaHuiuy CuctemMHble dyHKUum > Maponb, rae Bbl CMOXETE U3MEHUTb UMS
nonb3oBaTesnis U Naposb Mo ymondaHuto (cm. Puc. 4-38).
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MMA None3ceaTenA M NAPoNe He OON¥HEl COQER¥AETE NPedence M NEeeRIWaTE 14 cnmecnce!

MNpexHee MMA NONbL20BaTENA: | |

MpexHA naponk: | |

Hoeoe MmA nonbzoeatens: | |

HoBbIA naponk: | |

MoareepxaeHne Hoeoro napons; | |

| Coxpanute | [ OumcTuTs BCe

Puc. 4-38 Maponb

HactoaTenbHO pekomMeHOyeTcsi U3MEHWTb UMsi MOnb3oBaTeniss U naponb No ymornyaHuio. Bee
nonb3oBaTeny, KOTOpble MoMbITaloTCs BOWTU B web-uHTepdeic ynpaBrneHuss unmM B MeHo
BbicTpoli HacTpoiiku, 6yayT 06513aHbl BBECTU NAPOSb U FTOMWH.

& MMpumeyaHue:

Nms nonb3oBaTensa u Naponb He AOIMKHbI NpeBbilwaTth 14 cMMBONOB, Npo6enbl He OOMyCcKakTCS.
BeeauTe HOBbIM Naponb ABaXabl, YTOOLI NOATBEPAUTL €ro.

HaxxmuTte CoXpaHUTb Mo 3aBEPLLEHUIO.

Haxmute Ounctntb Bce, 4YTOObl O4NCTUTL BCE MONS.

4.7.9 CucTteMHbIN XypHan

Bbibepnte CuctemMHble yHKUMM > CUCTEMHbIM XypHan, rge Bbl CMOXeETe MNpoCMOTPEeTb
CUCTEMHbIe 3anucu yctponcTea (cm. Puc. 4-39).

Tun ®ypHam: |E||:E V| YpOBEHE Xy pPHam: |Elce Vl
Homep Bpema Tun YpoBEHb CopepHaHie KypHan
1 1st day 00:00:03 OTHER INFO System started

H-Ver =WA901N v2 00000000 : 5-Ver=3.12.16 Build 120323 Rel.51762n
L=192.168.1.254 : I = 255.255.255.0

O6HoBUTE | | CoxpanuTskypHan | [ OumcTuts sypHan |

CTpaHuua

Puc. 4-39 CucTtemHbIv XXypHan

YCTpPONCTBO COXpaHseT Bce 3anmcy no Tpaduky. Bel MoXeTe NpocMoTpeTh MX, YTObbl y3HaTb BCE
O OeWCTBUSX YCTPOMCTBA.

» Twun 3anucu — Ecnu Bbl YKaxete Tun 3annucun, Ha aKkpaHe 6y}J,yT OTO6pa)KeHbI TOJTbKO 3anucu
YKa3aHHOro tuna.
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> YpoBeHb 3anucu — byayT oTo6paxkeHbl TONbKO 3anncu yKasaHHOTO YPOBHSI.

O6HOoBUTL — O6HOBMNEHME CTpaHMLbI ANA 0TOOpaXXeHWst TEKYLLEro Crnucka sanmcen.
CoxpaHuTb 3anucb — Haxmute, 4toObl COXpaHUTL BCE 3anncu B BUAE TEKCTOBOrO channa.
OuunctuTb 3anucb — Bce 3anucm OyayT yaaneHsl Co CTpaHULbl 1 N3 CUCTEMBI.

Haxmvute Oanee, 4ytobbl nepentn K crnegywowen ctpaHvue unu Hasap, 4toObl BEpHYTLCA Ha
npeablayLLyo CTpaHuLy.
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MpunoxeHue A: lNpumep npuMmeHeHusA

TL-WA901ND nosBonsieT Bam nogkntounts 6ecnpoBogHOe YyCTPOWCTBO K MPOBOAHOM ceTu. Ecnm
Bbl XOTUTE NOAKMOYMTL K OecnpoBOAHOMW CeTU KOMMbKTEp, OCHALLEHHbI 6ecnpoBOAHbLIM
ajanTtepomMm, Bbl MOXeTe BOCNOJ1b30BaTbCA CJ'Ie/J,yPOLLI,I/IMI/I I/IHCprKLI,VIFIMI/I.

1. Hactponte T[] ¢ NOMOLLbI NPOBOAHOIO NOLKMOYEHNS.
1) Nopakniounte T K kOMNbIOTEPY MO Ethernet kabento.

2) YcrtaHouTe IP-agpec komnbtoTepa B cootTBeTcTBUM ¢ YacTbio 3: HacTtpouka K.

3) Bowngute B web-untepderic ynpasnenusa. Hactponte T Ha pexum To4vka goctyna v
caenante otmeTky B norne Bknrwouutb TpaHcnauuw SSID B cooTtBetcTBUMM C_4.5.1
HacTpoiika 6ecnpoBogHON CETU.

4) Tlepengnte Ha cTpaHuuy BecnpoBogHasa ceTb > OCHOBHblIE HAaCTPOMKMU N 3aNOMHUTE
SSID Toukm poctyna.(B Hawem npumepe mbl B3sanu  TP-LINK B kavectBe SSID.)
PekomeHngyetca namenntb SSID n ycTaHOBUTL 3aLlmUTy Bawen ceTu ¢ nomolubio n. 4.5.1
HacTpoiika 6ecnpoBogHom cetu 1 4.5.2 Hactponkmn 6ecnpoBogHOro coeauHeHuUs.

5) Ortkntounte Ethernet kabenb ot kKomnbtoTepa n T/,

2. TMogknounte T k nopty LAN mapLuipyTtusatopa ¢ nomowsto Ethernet kabens.

KaBenbHuIlW/DSL mogem

: MapLUPYTU3aToOP WK CBUTY
| E——1

TL-WA901ND

3. Bbinonuute HaCTDOIZKy KomMmnbloTEpa And Gecnpoaop,Horo NOAKIKYEHUA K CETU.

1) Haxmute MNMyck (B NEBOM HMXHEM YIiy 3KpaHa), MPaBoOW KHOMKOW MbILWW KIIMKHUTE Ha
CeTeBOe okpu4xeHue 1 Bbibepute CBOMUCTBA.
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2)

3)

B okHe
BecnpoBogHaa ceTb
OecnpoBoaHON Nepenayn.

]

WMHTepHeT
3605E Browser

BHEKTPDHHaﬂ no4yra

e

Snaglk & Editor

Internet Explarer

Windaws Media Plaver

Windows Messenger

“OLBW

S Tour YWindows 5P

&

Bce nporpamMMbl D

-
®, CeTe BbIe NOOK/WME HHA

®akin  Mpaska Bua  MsBpanHoe

\_) Hazan J

Mou ceteBble NOAKNIOYEHUS MpaBoOW
n Bblbepute BKNOYUTD,

L’@; pﬂOHCK u_ MankH -

Cepenc

_) Mo J0KYMEHTEI

Eb HegaeHWe QOKYMEHTEI F
:’} MoK pUCYHKH

j Moa My3bIKa

.
&l Mok KoMNbHOTED

E E‘ OTKpHITh

MposoAHE
MoKck KoMMBMITEROE, ..

Mo AKNHYMTE CETEEOH AMCK...
OTENHYMTE CETEB0R AMCK. .,

OTobpakate Ha patiodem cTone
MNepeHMEHOEATE

KHOTMKOW

4yToObl  BKHOYUTL

AononHuTensHo  Cnpaska

6_, CETEBbIE NOAKHIHEHHA

CeTeBbie 3a8a44

B Co3AaHHE HOBOMD NOAKAHE
HHA

€} YETEHOEWTE AOMAWHHOM CBT
b MIH CETE Hanoro ofMca

@ VEMEHHTE NapameTpel Bpans
Mayapa Windows

g BENMOHEHME CETEEOM0 YOTPOM
CTEa

Em MEpEHMEHOBAHHE N0 AR NHYE
HHA

MzMEHEHKE HACTPOSK NOAKA
HOHEHHA

Apyrve HecTa

[} MaHenks YNpaEneHHA

WJ Cerete okpywerte
MK ACKYHEHTEI
d Mo KoMNerTED

)

MNoapoGHo

becnposogHan ceTh
LUnkoz MHTEpHET A
OTEAROHEHD

R'd | Mepexoa

| >

JIBC WAW BLICOKOCKOPOCTHOW MHTEPHET

TNokaneHan ceTe
Mk AFHEHD
[l 5 Atheros ARS132 PCI-E Fast EE..,

Wnro3 MHTEpHETa

BKAOYHTL
CocToAHHE

C038aTh APALIK
¥AANMTE
MepeHHEHDBaTE

MpaBoit KHOMKOWM KNUKHUTE Ha WKOHKe “®'” B HuXKHeM
MpocMoTp AOCTYNHbIX 6€CNPOBOAHbLIX CEeTEN.

yriy aKkpaHa u
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4)

5)

M3MEHHTE NapaMeTpel DpaHamayapa Windows

OTKPEITE Nanky "CeTeswle No4KIHHEHHA"

MCNpaBKTE

MNpocHoTp Hbix BECNpOE

Boigenute SSID Toukmn goctyna (B gaHHom npumepe — TP-LINK_663D6C) n HaxmuTe

MoaknounTs.

MogknioyerHne No GecnpoBOaHO

CeTeBbie JamauM

g CBHOBMTE CNMCOK CETH

‘_;], ¥CTAHOBMTE DECNPOEDAHYHD
CETE

Po A CTEEHHBIE 388344

_‘1') MoapobHee o BecNpoBOAHE
CETAR

{:f MaMEHHTE NopAaoK
MNPEANOHTEHHA ceTen

'9& MZHEHHTE AONONHHTENEHEIE
napamMeTRE!

BbibepiTe becnpoBogHYO ceTh

LL&AKHHTE Na NYHETY B NPHESAEHHOM HHHE CIHOKE, yTofel NoAKNHYMTECA K
SBCI'IDDBDJJ.HDH CETH B PaAHYCE ,\'J.BHCTBI‘IF! HAK NOMY'4KMTE A0NONHMTENRHBEIE CEEAEHHA,

|2

TP-LINK_663D6C
3CHAA DeCnpoB0AHaA CETE

Tk H TRk EcrnM E

TP-LINK_018388

((T)

*_-r‘_‘ BesonacHan DecnpoEoaHan ceTe llnuu
TP-LINK_334455

((ﬁ)) =
HefezonacHan BecnpoBoAHan CeTe II.![I

TP-LINK_BF5104

HebezonacHaa BecnpoEoAHan CeTe llnu[l

(“ﬂ’)
TP-LINK_123456

(g i

[Mocne atoro Ha 3KpaHe

oTOGpasuTcs criegylollee OKHO, KOTOpoe YykasblBaeT Ha

ycnewHoe gobaeneHune Kk cetn 6ecnpoBogHOro yCTPOMCTBA.

NoaknioyeHue No GecNpoBogHO

CeTeBbIE 33344

g CBHOBHTE CMCOK CETH

,_f. YCTaHOEMTE DECNpOB0AHYHD
CETE

PoACTEEHHBIE 328344

1) MoapofiHes o BeCNpOBOAHEL
&
CETAX

AZMEHNTE NOpAAOK
MPEANOHTEHHA CETEA

5 MEMEHHTE AOMONHHTENEHEIE
NapameTpel

BbibepiTe GecnpoBOAHYIO CETh

LLLEJ'IKHHTE A0 AYHETY B NPHESAEHHOM HH¥E CAHCKE, UTobEl NOAKNHKYHTECA K
SBCI'IDDBD,\'J.HDﬁ CeTH B pajHyce AEHCTEHA WK nonyYYMTE A0NONHKTENEHEIE CERA4EHHA.

((@)) TP-LINK_663D6C Mposepra §¢
¥ AOCTOEEPEHHA
&3 nonL30BaTEn: H
w_l‘i BesonacHan SBCI'IDDBD.\’J.HBH CETE l‘.!!

TP-LINK_123456

(“ﬂ?')
(“ﬂ»
((T)
(“ﬂ?')
((T)

*_n‘_‘ BezonacHas HecnpoE0AHad CETE ll.![l

TP-LINK_1BOFZS

HebesonacHaa BecnpoEoaHan ceTe “.!u

TP-LINK_TDBCEE

HefiesonacHan BecnposoAHan CeTe II.!H

TP-LINK_BF5102

HefiezonacHad BecNpoOEDAHAA CETE ll.u[l

TP-LINK_3FABTE

HefesonacHan Becnpos0AHan ceTe ll.uu v

PaztearHHTE
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NMpunoxeHune B: HacTponku no ymosnyaHuro

HacTtponka 3HayeHue No yMon4yaHuio

O6LKre HaCTPOMKU MO YMOJTHYaHUIO

Nmsa noneb3osaTtens admin
Maponb admin
IP-agpec 192.168.1.254
Macka nogceTtun 255.255.255.0

BecnpoBoaHas ceTb

SSID TP-LINK_XXXXXX
BesonacHocTb GecnpoBoaHoW ceTu OTkntoyeHa
®dyHkumna punstpauun MAC agpecos OTkntoyeHa

DHCP

DHCP cepBep OTknitoyeH
HavanbHbin IP-agpec 192.168.1.100
KoHeuHbIn IP-agpec 192.168.1.199
Cpok genctsus agpeca 120 muHyT (dnanasoH:1 ~ 2880 MuHyT)
LLInto3 no ymonyaHuto (HeobsisaTenbHO K 0.0.0.0
3anosIHEHUIO)

MepBuyHbIi DNS (Heo6s3aTenbHO K 0.0.0.0
3anonHeHunto)

BropuuHbin DNS (Heobs3aTenbHo K 0.0.0.0
3anonHeHuo)

& NMpumeyaHue:

SSID no ymonuanuio: TP-LINK_XXXXXX (rge XXXXXX o6o3HayaeT nocregHuMe LecTb
YHUKanbHbIX undpp MAC agpeca yctpoincTtea). [JaHHOe 3HaYeHne YyBCTBUTENBHO K PErncTpy.
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NMpunoxeHue C: YcTpaHeHue HencnpaBHOCTEMN

3.

Ha Touke AOCTyna He ropaT UHAUKaTOPbI.

TpebyeTcs napy cekyHa, 4ToObl MHAuKaTopbl T BKNoYMnuch. MoaoxanTe OKONO MUHYTHI, a
3aTeM npoBepbTe MHAMKATOpP nuTaHus. Ecnn oH Bce ele BLIKNIOYEH, MNPOBEPbLTE
cnegytouiee.

1) Y6eauTech, YTO LUHYP NUTAHMSA MNOAKMIOYEH K TOYKE AOCTyna.

2) VY6egutecb, UYTO agantep NUTaHWS MOAKMOYEH K PO3eTKe, U 4YTo Tymbriep po3eTku
HaxoOuTCs BO BKIOYEHHOM MOMOXEHWUMN.

3) Yb6eawuTtech, 4TO Bbl UCMONb3yeTe AonycTuMbI agantep nutaHusa TP-LINK.

He roput nngukatop cetum.
MpobGnema coeguHeHus. MNMpoBepbTe cneayoLLee.

1) YGegutech B HAOEXHOCTU KabenbHbIX NoAaKnYeHnn mexay T n ceTeBbiM YCTPONCTBOM
(komMyTaTOp, KOHLEHTPATOP MMM MapLLpyTM3aTop).

2) Yb6eautecnb, YTO NOAKNHOYAEMOE YCTPOUCTBO BKIHOYEHO.

3) Ybeauntecb B TOM, 4TO wucnonb3yeTe npaBunbHbld TN kabens. KMcnonbsynte
cTaHpapTHbin Ethernet kabenb kaTteropum 5. Ecnu Ha ycTporicTBe ecTb nopTbl Auto
Uplink™ (MDI/MDIX), Bbl MOXeTe MCMONb30BaTb Kak BUTYI MNapy, Tak M OObIYHbIN
CcoeaMHUTENbHbIN Kabenb.

A1 He Mory NoAKNIYUTLCA K TOYKEe AOCTyNna C NOMOLbLI0 KOMNbIOTEpa ¢ NoanepKKomn
6ecnpoBogHOMn (PyHKLUN.

Mpobnema koHdurypaumu. NposepbTe cnepytoLlee.

1) BoamoxHo, 6ecnpoBogHol agantep Ha BaweM K He Obin nepesarpyXeH, nocrne 4ero
BXOOAT B AeNCTBUE n3MmeHeHHble HacTpolikun TCP/IP. MNepesarpyanTte KoMnbloTEP.

2) HenpasuneHble TCP/IP  HacTporkm komnbtoTepa. [lepesarpy3nte KomnblOTEp W
nposepbTe npaBunbHOCTb HacTpoek TCP/IP gns  nogkndeHuss K ceTwu.
PacnpoctpaHeHHaa HacTponka ansg Windows — «ABTOMaTuyeckoe MonyyYeHue
IP-agpeca» B napameTpax ceTu.

3) BO3MOXHO, HACTPOMKM TOYKM AOCTyna MO YMOMYaHUIO He MO3BOMSAKT NOAKNIYaTbCs K
Bawen cetu. [poBepbTe HanMune HECOOTBETCTBUA B HACTPOMKax APYrnx YCTPOWCTB B
BaLUEn ceTu.
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MpunoxeHue D: TexHNYeCKne xapakTepucTuku

Oowwme

CtaHgapTbl U NPOTOKOSbI

CTtaHgapTbl U NPOTOKOSbI

Bes3onacHocTb 1
nanyyeHue

BesonacHocTb 1 nsnyveHue

MopTbl

MopTbl

Tunbl kabenewn

Tunbl kKabenen

Becn POBOAHbLIE XapaKTepPUCTUKU

[OunanasoH yacTtoT

[unanasoH yactoT

CkopocTtb
OaHHbIX

nepenayn

CKopocTb nepegayn gaHHbIX

Paclwmnpenune cnektpa

PaclwmpeHue cnektpa

Mogaynsums

Moaynsums

Be3onacHocTb

Be3onacHocTb

YyscTtButenbHocTb @PER

YysctButenbHocTb @PER

KoadbdumumeHT
@HTEHHbI

ycuneHna

KoadhbpuumeHT ycnneHmnsa aHTeHHbI

YcnoBus paboTbl U XpaHeHUsA

Pa6oyasi TemnepaTtypa

Pa6oyasi Temnepatypa

Paboyas BnaxHocTb

Pabouas BnaxHocTb

TemnepaTypa XpaHeHus

TemnepaTypa XpaHeHus

BnaxHocTtb npu XpaHeHnn

BnaxHocTb npun XpaHeHnn
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MpunoxeHue E: Noccapum

802.11b — ctangapt 802.11b onpepensiet 6ecnpoBOAHOE YCTPOWUCTBO C MOALAEPKKOMA CKOPOCTU
coegvHeHnss 11 MOGuT/C, KOTOpoe WCMONb3yeT TEXHOMOIMI0  PaCLUMPEHUsT CMeKTpa curHana
npsiMon nocneposaTensHocTblo (DSSS) Ha He Tpebyiouwlen paspelleHus yactote 2,4 [Ty wn
TexHonorno WEP wudpoBaHms ansa 3awmtbl coeanHeHnsa. Cetu 802.11b Takke HasbiBalOT
cetamu Wi-Fi.

802.11g — onpegenseTr 6ecnpoBogHOE YCTPOWCTBO C MOAAEPXKKOW CKOPOCTU coeauHeHunsa 54
M6uTt/c, koTopoe wucnonb3yet TexHonormwo DSSS u OFDM wmoaynsauuio, paboTasd Ha He
TpebytoLlen paspelleHms yactoTe 2,4 ITL; ycTponcTBo 06paTtHO COBMECTMMO C YCTPOMNCTBaMM Ha
0ase ctaHgapTa IEEE 802.11b, a Takke nogaepxusaeT WEP-wmndpoBaHue.

Touka goctyna (TA) — ceTeBon nepegaTymk 6€CNPOBOAHOrO curHana unm «basoBas cTaHUMAY,
KOTopas No3BoNisieT NOAKMIOYMTL K MPOBOAHOM CETU OAHO 1 Gonee 6ecnpoBOAHLIX YCTPONCTB.
Toukn gocTyna YacTo CBA3bIBaOT Mexay cobor B pexrme MoCTa.

DNS (Cuctema OOMEHHbIX MMEH) — cucTeMa, KoTopas «nepeBoauT» agpeca web-cantos B
IP-agpeca.

[lomeHHoe nmsa — obliee UM agpeca Unuv rpynnbl agpecos B IHTepHeTe.

DoS (Denial of Service — oTka3 B 00Cny>XMBaHUN) — Xakepckasl ataka, koTopasi npensitcTsyeT
PYHKLMOHNPOBAHMIO M KOMMYHUKALIMM KOMMNbKOTEPA UMK CETHN.

DSL (Digital Subscriber Line — undppoBas aboHeHTCKas NUHWUS) — TEXHOMNOrMs, No3BonstoLlas
obMeHuBaTbCcAa MHopMaLmen 6e3 NCNonb30BaHNUS TPAANLMOHHBIX TENEMOHHbLIX FTMHWUNA.

ISP (npoBamngep) — komnaHus, obecneumsatowlasa goctyn B iHTepHer.

MTU (MakcumanbHbIA pa3Mep naketa) — MakCMmarbHO AOMYyCTMMbIA pa3mMep nepesaBaemoro
nakeTa B GanTax.

SSID — andaButHO-6yKBEHHbIV naeHTUdMKaTop 6ECNPOBOOHON NOKANbHON CETU, KOTOPbIV
COCTOUT MakcMmyM n3 32 cuMBOIIOB. [1ns1 B3anmMoaencTensa Bcex 6ecnpoBogHbIX YCTPOWCTB B
pamMKax OQHOW CeTU 3TU YCTPOWUCTBA AOMKHbI ObITb HACTPOEHbI Ha 0A4HO U TO e umsa (SSID).
OTO cTaHOapTHbIA MapameTp HacTpounku OGecnpoBogHoro agantepa. OH COOTBETCTBYET
ESSID Ha 6ecnpoBogHOM TOYKE AOCTYNa Y UMEHU CETMW.

WEP (MpoTtokon 6e30macHOCTU) — MexXaHW3M obecrneyYeHnsi CEKPETHOCTU OaHHbIX, KOTOPbIN
Dasupyetca Ha ncnonb3oBaHUK 64-, 128- n 152-6MTHOrO Napons U ONUCbLIBAeTCA CTaH4APTOM
IEEE 802.11.

Wi-Fi — ToproBoe HasBaHme ceteBoro crtaHgapta 802.11b, npucBoeHHoe Accoumaumen no
KOHTPOMIO COBMECTUMOCTU MPOBOAHBLIX U BecnpoBoaHbix ceter WECA (nogpobGHee Ha cante
http://www.wi-fi.net); NpomMbIlWNeHHas rpynna cTaHg4apToB, NpeAHasHayYeHHas gnsi obecneveHns
B3aMMOOENCTBUSA YCTPOWCTB ¢ noaaepxkon 802.11b.

WLAN (becnpoBogHas mnokanbHas ceTb) — 3TO rpynna KOMMbIOTEPOB M BCMOMOraTenbHbIX
YCTPOWCTB, KOTOpble B3aMMOAENCTBYIOT APYr C ApPYroM nocpeacTtsom 6ecnpoBOAHOM CBA3N B
pamMKax orpaHU4YeHHoOn TeppuTopun.

WPA (3awmieHHbin 6ecnpoBogHoOn OOCTYMN) — 3TO TEXHOMNOMMSA 3alimTbl 6eCnpoBOgHON CETH,
BKMovatowas B cebsa ynyyuweHHble BO3MOXHOCTU ayTeHTudumkauunm n wndposaHuna WEP.
daktnyeckn WPA Obin paspabotaH B CeTEBOM MPOM3BOACTBE ANS YCTPAHEHUS HELOCTATKOB
WEP. OpgHon wu3 knoyeBbix TexHonormi WPA aBnsetca TKIP — BpeMeHHbIA MPOTOKON
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uenoctHoctn kntova. TKIP nossonseTr ycTpaHutb Hepoctatkum wudposaHms WEP. Opyrum
KntoyeBbiM  KoMrnoHeHToM WPA  gBndetca  BCTPOEHHast ayTeHTUdukauusi, KOTOpyk He
obecneunBaetr WEP. C nomowbio aton dyHkuun WPA obecneunBaeT Takon YpOBEHb
BesonacHocTK, koTopbIn Bpag nu cpasHum ¢ WEP VPN TyHHennpoBaHMeM., YTO MOMOXUTENBHO
CKkasblBaeTCAd Ha nNpocToTe ynpaeneHua Takon 3awmton. [logobHo nogaepxke 802.1x,
TexHonorma He TpebyeT npumeHeHus RADIUS cepeepa. O6beguHeHue Wi-Fi  Alliance
onpegenuno ans atoro HaseaHne WPA-Enterprise. [lepBbin BapunaHTt WPA HasbiBaeTcs WPA
Pre Shared Key unn WPA-PSK — obecneumBaeT ayTeHTMdMKALMIO, anbTePHATUBHYO (PMHAHCOBO
3aTpatHoMmy ucnonb3oBaHuio RADIUS cepeepa. WPA-PSK — ynpoLueHHast TEXHOMOorus, Ho, Tem
He MeHee, ABMSeTCH HaAEeXHON 3alumMTon JoMallHMX 6ecnpoBoaHbIX ceTen. [Ing ncnonb3oBaHns
WPA-PSK Heobxoaumo yCTaHOBUTb HEU3MEHHbIA naponb, kak u B WEP. OpgHako, npwu
ncnonb3oBaHum TKIP, WPA-PSK aBTOomMaTnyeckn nameHsieT naponu Yyepes 3agaHHbI UHTepBan
BpemeHun, bnarogaps Yemy MX HaMHOrO CrioXXHee oTcneauTb M BekpblTb. Wi-Fi Alliance Hassan aty
HacTpounky WPA-Personal.
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